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KOJIOHKA PEJIAKTOPA

IHonutuyeckoe Boz3penue ABAS: kpuTHYeCKHil CHHTE3 COBPEMEHHOCTH

B Kazaxcrane 2020 roxg o3namenoBan 175-netHum robunem Abas KynanOaeBa —
BBIIAIOIIETOCS MBICIHUTENS U TMO03Ta, (GuiIocodusi KOTOPOro CTaja HEOTHEMIIEMOH 4YacThiO
KYJIbTYpHON M HAllMOHAJIBHOM MACHTUYHOCTHU TPa’KIAHCKOT0 00IEeCTBa B MUPOBOM MaciiTale.

[Tpesunent Pecniyonuku Kazaxcran Kaceim-)Komapt Tokaes B cratbe «Abaii n Kazaxcran
B XXI Beke» mpu3Ball OCMBICIUTH TBOpYECKOE HacieAue Benaukoro Abas M paluoOHAIBHO
UCTIOJIb30BATh €T0 B JIeJIe MOJIEPHU3ALIMHU OOLIIECTBEHHOT'O CO3HAHUS U Ty XOBHOT'O Pa3BUTHS HALIUU.
Konnenmnus craTteu craja BaKHBIM KOMIIOHEHTOM rocyiapcTBeHHOH mnonutuku Kaszaxcrana,
HAIpPaBJIEHHOW HAa COXPAHEHHE UCTOPUUECKOTO HACJIeUsI BO UM Oy IyIIero NOKOJIEHUS.

Umo mosxncem 0b1mb 00U e20 MeIHcOy HCUIHEHHBIMU YCHAHOBKAMU, (hunocogueil, 3Hanus-
mu Aoas Kynanovaeea XIX eexa u unnosayuonnoii coepemennocmoto XXI eexa?

[Ipexxne Bcero orMeTuM KOHIEMIMIO AGasi 0 BCECTOPOHHE Pa3BUTOM ueoBeke, «TombIk
ajlaMm», B KOTOPOH 3ajioKeHa Ues O YEeJIOBEUECKOM KalruTale: O TPYIOJIOOMBBIX, OTKPBITHIX
MUDY, CTPEMSIINXCS K TIOCTOSIHHOMY DPa3BUTHUIO U 10Opy rpaxaaH oOuiecTBa. JTa KOHIEHIHS
B COBPEMEHHBIX YCIIOBUSX CTAaHOBUTCS TJIaBHBIM OpPHUEHTHUPOM B BOCHUTAHHM CTYACHYECKOM
MOJIOJeKU B yHUBepcuTeTax Kazaxcrana.UTo Mbl JOJDKHBI U3BJIEKATh U3 TBOpUecTBa Abas 1is
MOJIMTHYECKON Hayku? B ueM akTyallbHOCTb U OCOOEHHOCTh MOJUTHUECKHUX BO33peHUI Alasi?

Oopamumcsa K 06ym meHOeHUUAM ROAUMUYECKO20 6033peHusn Aoas.

Bo-nepeuix. Onoxa Abasi. I3 nmoauTuyeckoi HCTOPUHU MBI 3HaeM, uTo Ha pyoexe XIX-XX
BeKOB B KazaxcTaHe mpoucxoauiy rnepeMeHsl B COIMATbHO-3KOHOMHUYECKOH, MOIUTUYECKON U
KyJIbTYPHOH cpepax )KU3HEeAeITeTbHOCTH 0011ecTBa. BlinsHre KanuTaaTucTHYeCKUX OTHOLICHHH,
pa3BUTHE JIEMOKPATHYECKOM MBICIH, YBEIMUYCHHME POJIM U 3HAYMMOCTU HAyKH, 0Opa30BaHUs
CIocoOCTBOBANIM Hauajldy IMporpecca U MepecMOTpPYy YCTOSIBIIMXCS IIEHHOCTEH, MOUCKY HOBBIX
OPUEHTHUPOB PA3BUTHUS Ka3aXCTAHCKOTO OOIIECTBA.

Onoxa AGas - 3TO BpeMsi NaTpHapXaibHO-(PeosaIbHbIX YCTOEB B Ka3aXCKOM CTENH, KOTO-
pble cTali TPaHC(HOPMHUPOBATHCS C MOSIBICHUEM TOBAPHO-JIEHEKHBIX OTHOIIEHWH, YCUIIEHUEM
¢dbeoanbHOrO0 M KOJIOHHAILHOTO THETA, YMpPa3HEHHEM XaHCTBA, YCTAHOBJICHHEM BOJIOCTHOTO
NpaBJICHUS W BCIEACTBUE OOpHOBI 32 BIAcTh. B 3THX YyCIOBUSAX IMOJMTHYECKUE BO33PEHUS U
JIEMOKpAaTUYECKUE CTPEMJIEHUS B O0pbOe 32 MHTEPECHI TPYAOBOT0O Hapoa y AOasi MposBISIOTCS
B €r0 MPOU3BENICHUSAX, OTPAKAIOIIUX MPOOJIEMBI COLIMATBLHO-TIOJIUTUYECKOM, IKOHOMUYECKON U
KYJIbTYPHOH JKU3HU OOILECTBA.

K npumepy, MbicauTens mojHUMAaNI BONPOCH! AEMOKpATH3alUuU CyIONPOU3BOICTBA, KJlac-
COBOM CYIIHOCTH CHCTEMBI «BBIOOPOBY, MOJIUTUYECKOTO CO03a IAPCKUX BIACTEH M Ka3axCKOM
(deonanpHON BEpXyIIKH B YIIpaBIeHUH pernoHamMu. Ha nomxHocTH 61eB, Mo MHeHUIO Alast, «13-
OMparoTCcsl HEBE)KECTBEHHBIE JIIOIN», HE 3HAIOIIME Ka3aXCKOT0 0OBIYHOIO MpaBa, CBOI0B 3aKOHOB,
co3nannbix Kaceimxanom, Ecumxanom u TaykexaHom.

[To cBoMM monuTHYecKUM B3risgaamM AOail ObUT JajieK OT PEBOIOLMOHHOIO JIEMOKpaTU3Ma
U TIOHMMaHHs HEOOXOJIMMOCTH MOJEpPHHU3ALUU HKOHOMUYECKOM OCHOBBI T'OCIIO/ICTBOBABIINX
OOIIECTBEHHO-TIOJUTHUECKUX MOpsAAKOB. [lomaraem, 4To MBICIUTENb C MO3ULUN HAeaTn3Ma
CUMTAET MOJIMTHYECKYIO BIACTh BCECHIILHOM, TAK KaK BCE TPOUCXOIAIIEE B OOIIIECTBEHHON KU3HU
3aBHCHUT OT BOJIM JIFOJIEH, 3aHUMAIOIINX BBICOKHE TOCYJaPCTBEHHBIE ITOCTHI.

Jpyrum acriekToMm B Mpou3BeaeHUsX Abasi cTajau WU O POJM OOIIECTBEHHBIX YCIOBHI B
dbopmupoBannu xapakrepa auuHocTd. OH nucan: «YenoBek — qUTsa cBoero Bpemenu. Eciu miox
TOT UJIM MHOM YeJIOBEK, TO B 3TOM BUHOBATHI BCE €I0 COBPEMEHHUKN». B 0/THOM U3 CTUXOTBOPEHUI
1902 roga Abait oTmeuan: «3moxa TSHET 3a co00i BceX. Dmoxa (popMuUpyeT JtoIei», 0THAKO
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paMKH MaTpuapxanbHO-(heoanbHOro O0IeCTBa HE M3MEHWIN €ro MICANUCTHUECKUX B3IJIS10B
Ha OOILIECTBEHHYIO KHU3Hb.

Bo-emopubix. Onoxa XXI Beka. B Haiie Bpemsi ri100ajibHble BHI3OBBI U PUCKH TPeOYyIOT
nepeocMbiciieHUsT AQasi B COBpPEMEHHOU monutudeckoit Hayke. B ycmoBusix XXI Beka MupoBast
LIUBUIN3ALMUS  JOCTUIJIA CYNEPCKOPOCTHBIX HWHHOBAaLlMOHHBIX TEXHOJOTUH, JIIOAW CTalu
00pa30BaHHBIMU, KPEAaTUBHBIMH, AKTUBHBIMH YYaCTHHUKAMHU BCEX IOJMTUYECKUX MPOIECCOB
rpaxaaHckoro oomecrtBa. OJHAKO COXpaHWJIACh OJHA TEHAEHIMS - COLMAIbHBIE OTHOILEHHS
IPUPOIBI YETOBEKa, KOMMYHHKALIUS MEKIY BIACTHIO H OOLIECTBOM.

B stom acmekrte kHura nHactraBienumit «[akmus» (CrnoBa-nHasumanus) Abas oOpeTaeT
0c0o0yI0 aKTyaJbHOCTb B OCMBICIEHMH OOrarcTBa JyXOBHOW KyJbTyphl HAaIIMX HPEIKOB, B
COXpaHEHHH MJICHTUYHOCTH COIMYMa B TIOTOKE III00ATU3AIMH M COLUATIbHONW OTBETCTBEHHOCTH
Ka)KJ0r0 FpayKAaHUHA.

B kHure HacraBnenuit A0ail u3naraer cBoe BUJIEHUE HCTOPHM Ka3axoOB, YEJIOBEUECKOIO
KaluTajga, OCHOBAHHBIX Ha BOIPOCAaX TIOCYJapCTBEHHOIO YIIpaBlIeHHs, oOpa3oBaHMs,
HPABCTBEHHOCTH, SI3bIKa 00IIeHUs, ITpaBa U Mopaiu. OT KyJIbTypHOTO pa3BUTHS Y€IOBEKa, CUU-
TaJl MBICIIUTENb, HAMIPSIMYIO 3aBUCUT pa3BUTHE MUpa. Yem Ooliblile y3HAeT YeIoBeK O MUPE, TEM
CBETJIEE CTAHOBATCS €ro Aylla U MbICIU. BBICOKOHPAaBCTBEHHBIE JIIOM — OCHOBA CUACTIIMBOIO
o0miecTna.

[TpoBeneM mnapamiens Mexay uaesMu AbOas M akTyalu3alued ero KOHLEMIUH B
rocyapctseHHon noautuke Kasaxcrana.

Wnen Adas 8 XIX Beke AxtyansHOCTh Hjien B XXI Beke
KoHmenmus «IOJIHEINA YeT0BEKY JlyxOBHas OCHOBa 4€JIOBEUYECKOIr0 KanuTana u
colMaJIbHAsl OTBETCTBEHHOCTD
OOyueHue u pa3BUTHE HApOJa HenpepsiBHOE 00pa3oBaHe TMUHOCTH
N3yueHne HHOCTPAHHBIX S3BIKOB Konuenmus tpexsi3piubsa B Kazaxcrane

YBa)XHUTEIBHOE OTHOLICHUE K POAHOMY | Pa3BuTHE rocynapCcTBEHHOIO sI3bIKa
A3BIKY

N3ydeHue nckyccraa DopMUPOBAHKNE UHTEIUIEKTYaIbHOW HAIIUU

EnuHCcTBO Hapoaa u MUpOTIOOHE KOHCTpYKTHMBHBIM JIUamor MEXKIy BJIAacThlO U
ob1recTBoM, HarimoHaabHBIA COBET OOIIECTBEHHO-
TO 1I0BEpHs

[IpoGnema MepuTOKpaTHN [Ipe3uaeHTCKui MOJIOJICKHBIA KaJIpOBBIN pe3epB —

COLMATBLHBINA TU(T [Tl TATTAHTIUBON MOJIOIEKH

Co3naHue cripaBeyIMBOTO OOIECTBA O6mectBo Beeobmiero Tpyna [lepsoro [Ipe3unenra
Kazaxcrana - En6acer H.A. Hazap6aeBa u Konrern-
uust «HapogHoro rocynapctBa» IIpesupenta PK
K.-)K.TokaeBa

[Tonsatne «Kamuiib-MycynbMaHUH» Cpe3apl TMAEPOB MHPOBBIX M TPAJULMOHHBIX
penuruii B Kazaxcrane

B 32-om cnoBe «CroB-Ha3unanui» Abait TOBOPUT 0 BaKHOCTH 00pa3oBaHus B )kxu3HU. K
npumepy, «Koeoa 6bi usyuaeme HayKy, 6bl O0NHCHbI HAYUUMbCA 3HAMb NPABOY, A He UCNONIb3068AMb
C80U 3HAHUSA, YMOObL 6CMYynams 6 KOHGnukm ¢ kem-1ubo. Hadescb nomnums xopowio mo, 4mo
mbl 3HAewb, U HA0esACh, YMO Y3HAeub Mo, Ymo He 3HAl... Y uenogeka ecmvb 08a Opyicus OJisl
Ppazeumus HayKu u 06pazo8anus, nepeoe — MvlulieHue, 00MeH MHEHUAMU, BMOPOe — COXPAHUMb U
3auumume NONY4eHHble SHAHUAY.

OTH MyJpble CJIOBa AOJDKHBI CTaTh ATAJIOHOM JJIS HaIlel CTyJIeHUYECKOM MOJIOeKHU: ObITh
rpaXJaHaMH C BBICOKUMH MOPAJIbHO-ITHUYECKUMH, KYyJIbTYpPHBIMH H OOIICUEIOBEUYECCKUMHU
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LHEeHHOCTSAMHU. BoT nouemy uaen Myaporo Adast Ho-npexxHeMy aKTyabHbI.
[Tonaraem, uro AGaii, Oyay4uu NepBbIM €Bpa3HiilieM, NMPHU3bIBAJT HE 3aMBIKATHCS JIUIIb B
CBOEH KyJbType, aKTUBHO YUMTb A3BIKH, I03HABATh MUPOBYIO KyJIbTYpY, 00Oramarh TeM caMbIM
CBOM MO3HAHUS 00 OKPYXkaroIeM MUpE.
[l HammMx aBTOPOB, MOJIUTOJIOIOB, MEXAYHAPOJHUKOB, TIOPKOJIOB U PETMOHOBEIOB, €CTh
OOJBITION AMana30H uccienoBanus Haceaus Abas KynanOaeBa B IIMPOKOM TT0JI€ TTOJIUTUYECKON
HaYKH.

C ysasicenuem, 21a6Hulil peoaKmop,
O00KmOp NOIUMUYECKUX HAYK,
npogheccop EHY um. JI.H. [ymunesa
Hypmasuna P.A.
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The most influential cybercampaigns

Abstract. This article depicts the advancement and future of cyberwar and uncovers an arrangement of
politically propelled cyberattacks outlined not as it were to crush military objects but too to disturb essential public
infrastructure. The cyber potential of states are highlighted such as Iran, North Korea, and Russia. This article ex-
amines the need for legitimate systems characterizing worldwide standards of appropriate and unappropriate hack-
ing exercises and focuses out that cyber weapons should remain under the scrutiny of all country states since these
projects include groups of proficient developers and millions of dollars. Apparatuses of cyberwarfare no matter how
fantastically modern or the completely simple they ought to be carefully examined in arrange to adjust cybersecurity
apparatuses right on time. The work notes that cyberattack such as Stuxnet serves as the starting point for the world-
wide cyber arms race. Cyber peace activities are considered as productive as cybersecurity with regard to long-term
prospects.
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Introduction. A while ago, our cyberwar dreams were full of terrifying hypothetics about
what’s going to happen if government-sponsored hackers initiate serious attacks that leave entire
cities without electricity and water supply. Or what to do if essential objects like clinics, airports
and banks are frozen across a region, for example. And how to measure the economic loss of all
chain players in the event of shipping companies, oil refineries so factories being close down?

Technology is making strides too rapidly and as a result science fiction becomes a reality
in the context of cyberwar. Taking such events into account, this article aimed to show that the
threat of hacking goes further than normal vandalism, criminal speculation and even spying. The
paper shows how physical-world disruption can not only be accomplished by military attacks and
terrorist sabotages.

Research methods. The field of cyber warfare is certainly a challenge for some ordinary
researchers who do not have a technical background while this subject is linked to IT. None-
theless, by using outlets that describe “easy-to-understand” incidents, we have addressed this
problem. Because literature review was the main research methodology in our article, we were
attempting to include various perspectives on cyberwar problems.

1.1. Methodology

This paper discusses and analyzes the sequence of cyber attacks that the research com-
munity provides. The recent effect of electronic conflicts has been debated in the contemporary
world. They summarized and addressed what action should be taken to better address the problem
of cyber warfare in future.

During the writing of the scientific article, methods of a theoretical level were used: anal-
ysis, synthesis, study and generalization, induction and deduction, comparison, as a method of
empirical research, as well as the main provisions of the universal dialectic method.

History. Cyber attack is a strategic way of terrorizing businesses of different sizes and
bringing countries into a state of addictivity for some period. History shows that people can
accommodate transport scarcity and currency exposure, but how do they embrace situations in
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which basic services including power and heat have been denied?

The new super-dangerous cyber attack tactics tend to evolve in the hands of countries
like Iran, northern Korea, and Russia, which is of utmost concern. That all suggests the cy-
ber-war threat is just a few steps away.

Hacking is not just a way to increase role, cyber attacks could be a big tactic in the War
itself. In 2001, President Bill Clinton clarified this kind of concept of cyberwar when he said
that “our vital networks are linked by and operated by machine every day from power structures
to air traffic control,” and that someone may sit on the same device, pirate in a computer system
and probably paralyze a corporation, a town or a country. [1].

Since then, the definition for cyberwar has been developed into one that may have been
more clearly set out in Cyber War, a book written in 2010, co-writtenby Richard Clarke, Presi-
dents Bush National Security Adviser, and Robert Knake, former President Obama’s cyber-se-
curity advisor. Clarke and Knake described cyberwar as “acts by a nation state which infiltrate
computers or networks of another nation in order to cause damage or disruption” [2].

Until today, a severe counterpart of a physical assault has indirectly been described as
cyberwarfare.

An early example is the well-known cyber espionage program’ Moonlight Maze’ labeled
as Advanced Permanent Maps of military installations, equipment specifications and other sensi-
tive data being copied. The Pentagon tracked the attack back on what was regarded in Russia as
a mainframe. [3].

In Estonia, one of the world’s most wired nations, another major event concerning Russia
in cyberspace took place. The service denial attacks that triggered about two days following the
street disruptions left consumers without links to major publications, banks and news media web-
sites. There was a significant lack of access to policy and news media portals because it did not
allow government information to be disseminated at a time of crisis. Estonia has no BBC and no
CNN office and if all those things fail, it does not have the media system to get news as it is, for
instance, in the United Kingdom. More Estonia people are relying on the Web for news so they
were unable to monitor their attacks [4].

Russia’s denial of collaboration, while both countries have an arrangement on cross-bor-
der crime investigation, calls for a diplomatic attribution of assaults. Therein the Tallinn Man-
ual proposal on international law and the modern wars was recognized by a community of law
scholars from around the world as important.

Very similarly organized and planned attacks have taken place in Georgia. DDoS attacks
targeted 90% of all domain addresses in Gov.ge as well as a significant proportion of the.ge do-
main addresses. The cyber attacks in Georgia have been carried out, according to this tradition,
by patriotic citizens engaged and recruited through social media. xaker.ru and StopGeorgia.ru
were the major hacker sites for collaboration and sharing of resources. And hacker groups where
more technically knowledged group members supplied the least technologically experienced
followers with resources, bugs and goal lists. The Georgian war of 2008 was the first such hybrid
conflict were mixed in which traditional armed and hacker powers. The nation is a primary in-
dication of the cyberwar, though, despite the comparatively simple cyber attacks by Russia and
Georgia’s small percentage of internet users at that point.

Throughout 2010, virtual war’s complexity changed forever. It began with the disabling of
industrial automatic control systems by Sergey Ulasen, an employee of the VirusBlokAda Secu-
rity Company in Belarus. It has become apparent that Stuxnet (the codenamed Olympic Games)
is a large-scale, rather than simplified operation certainly linked to the contamination of industrial
gas centrifuge controls at Iran’s nuclear fuel plant in Natanz [5].

Stuxnet struck Iran hardest, according to analysts with the US-based antivirus company
Symantec. Around 60% of all infected PCs in that country is found in the earliest known infection
[7]. The New York Times reported that Stuxnet was the product of the NSA and Israeli intelli-
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gence to hamper Iran’s nuclear bomb attempts [8]. After using compromised personal computers
and perhaps attackers attacked personal computers of the Natanz workers for the first time, em-
ployees of Natanz could have unknownly transported Stuxnet [9].

Start by saying that Iran is one of the most wired in the Middle East—over 70% of Iranians
have internet access, suggesting that Iran’s cyber capacity is not low [10]. In this case, Stuxnet
was deemed a catalyst for the electronic arms race in Iran and a very good excuse. Loud bursts of
electronic threats also awoken Tehran.

Among the largest cyber responces conducted by Tehran, were noted such as Madi (2012),
Operation Ababil (2012-2014), Operation Shamoon / Operation Shamoon 2 (2012 and 2016—
2017), #Oplsrael and #OpUSA (2013 and subsequent years), Operation Cleaver (2012-2014),
Operation Saffron Rose (2013-2014), Operation Newscaster (2011— 2014), Operation Wool-
en-GoldFish (2014-2015), Operation Wilted Tulip (2013-2017) and Magic Hound (2016-2017).
During these activities, dozens of government agencies and private businesses in the countries
mentioned above became subjects. For starters, Nicolas Brulez, a leading malware scientist in
Kaspersky Lab, said that although the malware was very important in relation to other similar
projects, the Madi attackers were able to conduct a continuous surveillance campaign against
high-profile victims [11].

Perhaps worth mentioning is another assault by the name of Shamoon. In August 2012, the
Saudi-Arabic corporation, Saudi Aramco, was struck with this malware, one of the largest petro-
leum producers in the world. Data on three quarter of Aramco’s business PC’s —journals, laptops,
communications, photos—were removed, and a burning American flag picture was captured [12].

With respect to Ababil’s attack, the volume of traffic flooding at US banks was’ multiple
times’ like Russia had driven Estonia, US government officials and security researchers believed
that the assault most likely occurred in reaction to US economic sanctions [13].

Iran has not been alone in harnessing cyber weapons * capacity worldwide. In this word,
North Korea is equivalent to Iran. Experts of the UN also reported that at least 35 groups have
operated in North Korea in seventeen nations, including Costa Rica, Gambia, Nicaragua, Ku-
wait and Liberia. South Korea has no list because this is often the most badly hit nation [14].

Sony, who dared to reveal was first targeted by the intruder before The Interview
was published in December 2014. The attacks began with an ominous red-skull photo and
a warning, that if unstated demands were not met, the company’s “top secrets” would be
released. Demands for canceling the release of the comedy in which the North Korean lead-
er Kim Jong-un is murdered by Seth Rogen and James Franco [15]. The stage came when
requirements to fail to comply with illegal cyber measures. The most tangible result to date
from the hackers, who have been identified as the Guards of Peace, seems to be the twist
of five Sony titles, including Fury, Cinderella, Still Alice, Mr. Turner and To Write Love on
Her Arms. In spite of this cyber-crime, the FBI publicly identified the government of North
Korea as a perpetrator of the attack, based on an overview of the malware compiled on a
computer in the Korean language.

The spread of WannaCry could also be seen as an innovation by North Korea. Because
the programmer was disabled in Korean even if it is the default language 16]. He or she might
have been covering himself. The malware’s creator wanted to be unacknowledged because of his
innovation to extort money. Kaspersky Lab researchers were certain that the harm caused by that
assault could have been avoided if it was not for the persistent use of old computer systems and
bad education about the need to upgrade apps. Victims were primarily asked to pay $300-$600,
but security researchers alerted consumers that ransom payments should not take place [17]. The
assault attacked primarily businesses in the Ukraine, Russia and elsewhere in Europe. But what
they tried to achieve in all the political message remains unclear still today.

The level of potential threats on the Internet gives reason to talk about the need for an in-
ternational treaty, which many call the “digital Geneva Convention”, drawing a parallel with The
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Hague and Geneva conventions on the laws and customs of war and the protection of its victims
[18-3]. In the absence of a treaty and, accordingly, uniform terminology, many technical issues of
harmonization of the UN Charter and humanitarian law with the problems of cyber war remain
unresolved. At the same time, it is difficult to determine what cyberspace is. Over the years, many
attempts have been made to give him a definition (including the official one), but each subsequent
one has encountered the need to take into account the dynamics of its development.

States have different priorities in cyberspace. The technologies that provide the “freedom”
of the Internet are considered by many countries as a means of cyber attacks, and the technologies
and (political and legal) mechanisms to counteract such “freedom” are regarded as a means of
ensuring political stability. States such as Russia and the People’s Republic of China assess the
model of the behavior of the Wild West promoted by the USA in cyberspace as an attempt to instill
“wild” values. Countries opposing US dominance in setting standards in cyberspace point to the
discovery of digital espionage by the US National Security Agency and the development of cyber
warfare by the Pentagon.

The leading countries in the field of information technology - the United States, Russia
and China - may be interested in more time to develop their capabilities in cyberspace, to identify
their own strengths and weaknesses before concluding an international agreement that can limit
their potential. Such an agreement (probably) will not only prohibit offensive cyber operations,
but will also limit the subsequent development of cyber warfare tools by analogy with the nuclear
non-proliferation regime.

A bilateral agreement between the United States and China on the prohibition of state
participation in cybercrime and commercial espionage is the best that could be achieved so far.

D. Abeba points to external, international factors affecting potential models of internation-
al and national regulation. Among them he distinguishes: international law; opportunities in the
information environment, strategic interests, foreign policy goals of members of the international
community (potential opponents), as well as a number of non-governmental organizations; the
practice of paramilitary and technology companies involved in the field of information security
[19-1].

Factors such as budgets and incentives for potential opponents, although relatively (given
the effective use of small investments by Russia and China), can also be considered as influencing
regulation.

D. Hollis expresses doubt about the ability of international law to normalize cognitive
interaction. In this regard, responsibility not in the military and legal spheres, but in the sphere
of production of technologies (codes and algorithms) can become the first line of defense. The
complexity and diversification of cyber operations makes it impossible for a uniform legal form.
Different contexts require different, including hybrid, legal remedies.

However, it is obvious that the effectiveness of counteracting cyber attacks can be achieved
only with an integrated approach to solving this problem.

A cyberattack, as noted earlier, unlike the usual spread of viruses, is targeted and its pur-
pose is the specific system that certain users work with, so it is quite difficult to defend against it.

However, it must be said thet the role of users in preventing cyber attacks is huge, because
many computer security incidents become possible precisely because of their fault (using out-
dated software, switching to unknown external resources, etc.). In order to minimize the risk of
cyber attacks on the security of a computer system, the user must comply with the basic rules of
cybersecurity.

These rules are a set of forensic preventive knowledge formed on the basis of the analysis
of modern incidents of cyberattacks:

One must use only licensed software with the possibility of timely updates. Even large
companies often use pirated versions of software. It would seem that this is due to economy of the
budget of the organization. However, it is necessary to soberly assess risks. The damage that can
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be caused by a cyber attack is disproportionate to the money saved on licensed software;

It is necessary to monitor the relevance of antivirus programs;

One cannot follow external links received from unknown users;

It is recommended to delete unread suspicious emails from unknown users. Once opened
it, do not follow the links to unknown resources indicated in it, do not open or download attach-
ments;

Do not use electronic storage media in unknown devices and vice versa;

It is advisable to regularly back up files to external media that is not permanently connect-
ed to the computer system. If attackers encroach on these systems, you can always continue to
work with the backup;

It is recommended not to use the same password for different applications, and also not to
use personal data as a password;

If the computer system was still attacked, do not rush to transfer money to the attackers,
since there is no guarantee that the malicious software will be permanently deleted from the
computer and the extortion will not be repeated again, and also not to hide the computer security
incident, as from the manual, so from law enforcement, do not try to reinstall the system yourself.
It is necessary to immediately inform law enforcement agencies and take all measures to preserve
and fix the traces of the cyber attack.

Compliance with the rules presented will protect the computer system of a specific user,
will have a significant role in strengthening the information security of the world as a whole, and
will also help in fixing traces and in investigating such incidents.

Conclusion. Global powers are poised for the battle. Cyber conflict would probably be
described as a modern “Bellum omnium contra omnes” or “the war of all against all” because real
intentions are so obscure, while inquiry is carried out in a perfect way.

Today, the main issues on the discussion agenda before the world community should be
the development of rules governing the conduct of aggressive actions in “cyberspace.” This prob-
lem needs to be resolved as soon as possible, since the created samples of cyber weapons are dis-
tinguished by global reach, almost instantaneous impact without any way of receiving a warning
about its use. Such characteristics make it possible to equate it with strategic offensive weapons,
but the development and use of cyber weapons is not limited to any international agreement. The
confrontation and rivalry of states and non-state actors in cyberspace is already ongoing, although
it would be incorrect to call this a war from a scientific and international legal point of view. Obvi-
ously, it is necessary to develop a unified doctrine for responding to threats of this type associated
with the use of cyberspace for aggressive purposes.

Despite the magnitude of cyber threats, with the coordination of actions, it is possible to suc-
cessfully counteract them. If the state is fighting legislative and organizational measures against
cybercriminals, then each user can make an invaluable contribution to the common cause - to
know and comply with the basic rules of cybersecurity, timely and competently responding to
malfunctions in the operation of a computer system.
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T.A. Kamaskanosa, AJK. XycanHoBa
JLH. I'ymunes amvinoaewt Eypaszus ynmmuolx ynueepcumemi, Hyp-Cynman, Kazaxcman

EH biknaiaasl kudep-HayKaHaap

AnHotanusi. bymr wMakamama KuOepCOFBIC JBOJIONMACHI MEH OoJjamiarkl CHMATTAIFaH. OCKEepPH
00BEKTIEp/Il KO0 YIIIiH FaHa eMec, COHBIMEH KaTap MaHbI3/Ibl a3aMaTThIK HH(PPAKYPBUIBIMIBI Oy3y YIIIH KacalraH
casic HerizienreH kuOepmalysuimapbiH Tiz0eri kepcerinred. Mpan, Conryctik Kopest xoHe Peceil cHAKTBI
MEMIIEKETTepAiH KuOep aNieyeTi epeKIie aTar oTiai. byl Makanama Xxakepiik ic-opeKeTTiH kahaHIBIK HopMallapbiH
AQHBIKTAUTHIH 3aHHAMaJIbIK Oa3aHbBIH JKOKTBHIFBI TayjaHraH. KubOepkapy Oapiblk MEMIICKETTEpAiH HazapblHAH ThIC
KaJIMaybl MakKcaThbIMEH KociOM jkoOajiaylibuiap KOMaHJachl MEH MHJUTHOHJIIAFAH JIOJUIAp KATBICYBI JIQJIEN PETIHJE
kenripinrern. Kubepkapy KypaimapbHBIH KaHIIAJIBIKTBI KYpAedi HeMmece KapamaibIM OOJyblHA KapaMmacTaH,
KnOepKayinci3aik KypanaapblH aep Kesinae OeiiMaey yuIiH opi Kapail 3eprrenyi kepek. bys sxymbicra Stuxnet
CHUSIKTBI KHOEpIIadybUT FaTaMABIK KHOCPKAPY JKapbICHIHBIH O0acTalybl PETiHAC KapacThipbuiraH. KubepOoenoiTiimik
Gacramanapbl KHOEPKAYIMNCi3MiK CUAKTHI Y3aK MEeP3iMAl MepCreKTHRAIAp YIIiH THIM/II OONBIT caHalaIbl.

Tyiiin ce3mep: kubepcorbicTap, ackepu Oy3y mapanapsl, OSHOIT TypreIHAApra THUTI3ETiH 3apjanrap,
FallaMJIbIK KHOepKapy KapbIChl, KNOEPKayiINCi3miK.

T.A. Kamamkanosa, AJK. XycanHoBa
Eepasuickuii nayuonanvnovii ynueepcumem um. J1.H. I'ymunesa, Hyp-Cynman, Kazaxcman

Camble BiMsITeIbHbIE KHOEP-KaAMIIAaHUM

AHHOTanMsi. JTa CcTaTbsl ONUCHIBACT HBONIOLHIO M Oyaymiee KHOEpBOWHBI, a TAKKE PACKPBIBACT CEPHIO
MOJMTHYECKH MOTHBUPOBAaHHBIX KHOeparTak, NpeJHa3HaYeHHBIX HE TOJBKO JUI YHHUYTOKCHUS! BOCHHBIX OOBEKTOB,
HO U Ul pa3pylleHHs BAXXHOM TpaxkJaHCKoW MH(pacTpyKTyphl. PaccMoTpeH KuOeprnoTeHuaa Takux CTpaH, Kak
Upan, Cesepnas Kopest u Poccus. B pabore momHIMaeTcss BONPOC OTCYTCTBUS TPABOBBIX PaMOK, ONMPEACIISIONINX
rJ100aJIbHBIE HOPMBI JIOITYy CTUMOM 1 HEJIOITYy CTHUMOM XaKepPCKOM IESITeIbHOCTH, a TAKXKE YKa3bIBACTCS, YTO KHOEPOpYKHe
3aciIy’)KUBaeT 0co0Oro BHHUMAHHsI CO CTOPOHBI BCEX HAlMOHAIBHBIX IOCYAapCTB, MOCKOJIBKY B 3THX HPOEKTax
Y4acTBYIOT KOMaHbI IPO()EeCCHOHANBHBIX Pa3pabOTINKOB U 337eHCTBOBAHBI MIJIIHOHBI 10JUIAPOB. IHCTpYMEHTHI
KNOEpBOMHBI, KAKUMH ObI HEBEPOATHO M3OLIPCHHBIMH WJIM aOCOIIOTHO MPOCTHIMH OHM HHM OBUIM, JOJDKHBI OBITH
TIIATEIBHO MCCIICIOBAHBI Ui TOTO YTOOBI CBOCBPEMEHHO aJalTHPOBATh MHCTPYMEHTHI KuOepOe3zomacHocTu. B
CTaThe OTMEYAETCS, YTO KHOepaTaka, Takas Kak Stuxnet, CIyKUT CTAPTOBBIM BBICTPEJIOM IS TJI00ATBHOM TOHKH
KnOepBoOpyKeHUH. VIHUIMATHBEI 10 KHOEPMUPY CYUTAIOTCST 3()()EKTHBHBIMU B OTHOLICHUH TAKUX JOJITOCPOYHBIX
MEPCIEKTHB, KaK KuOepOe30acHOCTb.

KaioueBble cioBa: KHOEpBOIfHA, BOCHHBIC B3JIOMBI, ITOCIEACTBHS ISl TPaKAAHCKOTO HACENICHUS,
riiobanbHasi TOHKA KHOepBOOPYKEHUH, KHOepOe30ImacHOCTb.
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