i
ey, ~_f,-EYPA3 A
,1’1 YﬂTT blK

14"April 2017, Astana

“&? YHVBEPCUTETI

KASAKCTAH PECNYBUKACHI
T¥HFbILW NPE3UAEHTI - ENBACBIHbIH KOPbI

«FblJ1IbIM XXSHE BIJIIM - 2017»
CTYAEHTTEP MEeH Xac fanbimaapabliH

XIl XanbikapanblK fbiNbIMU KOHEPEHUMNSACBIHbIH,
BAAHOAMAJIAP XXUHAF bl

CBEOPHUK MATEPUAINOB

Xl MexxayHapoaHON Hay4HoW KOHhepeHLum
CTYOEHTOB U MONOAbIX YYEHbIX

«HAYKA U OBPA30OBAHUE - 2017»

PROCEEDINGS

of the XII International Scientific Conference
for students and young scholars
«SCIENCE AND EDUCATION -2017»




KA3AKCTAH PECIIYBJIMKACBHI BIVIIM K9HE FblJIBIM MUHUCTPJII'T
JLH. 'YMUJIEB ATBIHJIATBI EYPA3UA YJITTBIK YHUBEPCUTETI

«FpLIbIM KoHe 0i1iM - 2017»
CTYJAEHTTEP MEeH Kac FaJbIMAAPAbIH
X1 XaapIkapaJjbIK FbLIJIBIMH KOH(pEePeHIUSs CHIHBIH
BASIHAAMAJIAP )KUHAFBI

CBOPHUK MATEPHUAJIOB
X1l Me:xxaynapoaHoii HAy4Hoil KOH(epeHunu
CTY/I€HTOB M MOJIOABIX YY€HBbIX
«Hayxka u oopa3zoBanue - 2017»

PROCEEDINGS
of the XII International Scientific Conference
for students and young scholars
«Science and education - 2017»

2017 xb1a 14 cayip

AcTaHa



VJIK 378

BBK 74.58

F 96
F 96

«FputbiM xoHE O1miM — 2017» CTyIEHTTEp MEH Kac FalIbIMJIapIbIH X1l
XanblkapanblK FbulbiMH  KoH(pepenmmscelt = The XII International Scientific

Conference for students and young scholars «Science and education - 2017» = XII
MexayHapoaHass HaydHasi KOH(pEepeHIUs CTyJICHTOB U MOJIOJBIX y4ueHbIX «Hayka u
obpaszoBanue - 2017». — Acrana: http://www.enu.kz/ru/nauka/nauka-i-obrazovanie/,
2017. — 7466 ctp. (Kazakiia, OpbICIIa, aFbUTIIBIHIIA).

ISBN 978-9965-31-827-6

KuHakka CTyIEHTTEpAiH, MAaruCTPaHTTAP/bIH, JOKTOPAHTTAP/ABIH >KOHE Kac
FAJIBIMJIAPJIBIH KAPAThUIBICTAHY-TEXHUKAIBIK KOHE TYMAHUTAPIBIK FHUIBIMAAPIBIH
©3€eKT1 Maceliesniepi 0oifbIHIIA OasHAaMaIaphbl €HI131ITeH.

The proceedings are the papers of students, undergraduates, doctoral students
and young researchers on topical issues of natural and technical sciences and
humanities.

B cOopHuk BoUUIM AOKIaAbl CTYJEHTOB, MaruCTPAaHTOB, JOKTOPAHTOB U
MOJIOABIX YYEHBIX IO aKTyaJIbHBIM BOIPOCAM €CTECTBEHHO-TEXHUYECKUX W
T'YMaHHUTApPHBIX HAyK.

VJIK 378
BBK 74.58

ISBN 978-9965-31-827-6 ©JILH. Tymunes arsiHgarsl  Eypasus
VITTBIK yHUBepcureTi, 2017


http://www.enu.kz/ru/nauka/nauka-i-obrazovanie/

Iloacexkmust 2.3 BoruncaurejJbHasi TEXHUKA H ABTOMATU3HMPOBAHHbIC CUCTEMbI YIIPABJICHUSA
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ALGORITHMS FOR DATA RECOVERY IN CASE OF DISTORTIONS IN THE
CLOUD STORAGE
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Status (postgraduate) L.N. Gumilyov Eurasian National University, Astana
Supervisor — N.Tashatov

Abstract

Cloud technology is a style of computing which is having dynamically scalable virtualized
resources provided as a service over the Internet. This research provides brief details about the
cloud computing with an overview of key features to give some idea about the new focused
technology. The first phase of the research involves a considering algorithms for data recovery. The
final phase involves creating client-server desktop applications where we can store our necessary
files and can easily recover distorted data. The aspects explored are the skills and techniques
required to identify secure way to store our materials in cloud. The findings may be useful in areas
of databases, data analytics and data quality.

The research goal is to make cloud storage reliable and secure. Research has been focused
on creating effective tools to improve the reliability and security of real cloud storage systems.

The aims are:

-to explore the actual already created products of cloud technology;

-to study research theme in depth using a lot of books, articles, magazines;

-to relevant theories and suggest alternatives;

-to explore different kind of files which could be recovered.

Research interests are in the areas of databases, data analytics and data quality. Current work
focuses on improving the security, reliability and efficiency of cloud storage by systematically
analyzing the fundamental choices available in designing and configuring them. In conclusion, we
are deeply interested in the exciting possibilities of cloud computing.

Key words: cloud technology, methods, algorithms, client-server application, and database.

It is apparent that the scientific world is moving towards a more global and collaborative
direction each day as well with the rest of the world. Together with the increasing amount of data
grows and storage systems [1]. Using old methods to manage such systems becomes increasingly
difficult, and the cost increases dramatically. Most companies use cloud technologies to store data
in order to pay only for used services [2]. Cloud-computing providers offer their “services”
according to different models, of which the three standard models are Infrastructure as a Service,
Platform as a Service, and Software as a Service. Some cloud services shown in figure 1.
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Figure 1. Cloud services

The Cloud has become a new vehicle for delivering resources such as computing and
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storage to customers on demand. Examples of cloud services: Amazon Web Services and Amazon
EC2, Dashlane, Google App Engine, Google Calendar, Google Docs, Microsoft OneDrive, Online
backup, Oracle public cloud, OwnCloud, Windows Azure.

Cloud storage is a model of data storage in which the digital data is stored in logical pools,
the physical storage spans multiple servers, and the physical environment is typically owned and
managed by a hosting company [1].

Sometimes it could be distortions when we send data to the cloud due to some reasons.
Disaster recovery is a complex of measures developed in case of unforeseen accidents, natural
disasters, and to ensure "survival" of your system in the event of such extraordinary events. Ability
to recover from disasters is limited to the frequency of the backups. In a traditional IT
infrastructure, many organizations adhere to a backup strategy where a full backup into tape is done
once a week, then weekly backups are stored on media that are stored outside of the building where
located their data centers. Currently, in many real systems store large amounts of reliability of the
stored electronic data is ensured by the introduction of triple redundancy implemented in
GoogleFile, Hadoop, and many others. Triple replication, on the one hand, has as advantages the
simplicity of implementation, good read speed and recovery. On the other hand, tripling the storage
demands triple the overhead of hardware and software, and with the increase in the volume of data
becomes a problem leading developers of digital repositories need to consider methods of error-
correcting coding as an alternative [3].

Error-correcting coding reduces the redundancy of transmitted messages. Error correction
codes of the message elements are connected to a specific dependency that allows when it abuses to
point out errors and recover the data. Encoding is the representation of all kinds of messages of
conditional combinations, which consist of a number of elementary symbols, each of which
corresponds to a single message conditional combination of characters. Coding is adding to the
original information verification information. By the received code combination, the receiver
recovers the transmitted information. In order to detect and correct the error, it is applied the error-
correcting encoding. Decoding is an operation which is carried out translation of the adopted code
in the message [4].

In the research, the users send their data to save to the cloud and upload them back. The
system remembers the hash function of the initial data. If this hash function matches with the
downloaded from the cloud data’s hash function, it is assumed that the data were not distorted.
Otherwise, in the server side will be applied algorithm to recover the distorted data using error-
correcting coding. Scheme of data exchange is shown in figure 2.

JSON
Java server <~ Android client
1. Middle side
2. serves as a center Http Request \
for forwarding
S REST Sqlite

Microsoft Azure JSON data  Firebase
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Figure 2. Scheme of data exchange

Firstly, the user should be authorized. This information is stored in Firebase authentication
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page (figure 3).
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Figure 3. Authentication page

Form of uploading (figure 4) and downloading (figure 5) a file is shown.

Upload a file
Upload file
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Upload file -

Figure 4. Upload file
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Figure 5. Download file

Conclusion

Cloud storage is a model of online storage where data is stored on multiple distributed
network servers which are provided to customers. There are a lot of advantages to use cloud
storage such as the ability to access data from any computer connected to the Internet, the ability
of the organization to share data, the client pays only for the storage space, which actually uses,
but not for a rental server, all resources which it may not be used. This research paper provided
some information about the cloud computing and how to recover distorted data in cloud storage. It
was created client-server desktop applications where we can store our necessary files and can easily
recover distorted data.
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B nannoit pabore paccMaTpuBaIOTCS METOIbI 0OpaOOTKHM CHUTHAJIOB C IEJIbIO HAIMCAHUS
QJITOPUTMa BBIJICNIEHUSI KOHTYPOB M300paXeHHMs M JAeibHeWIIed peanusanuu sl yCTPOMCTB
MIPOrpaMMHUPYEMBIX JIOTHUECKUX BEHTHIIbHBIX MaccuBoB (IIJIBM). OObekTOM u3yueHus SBISIOTCS
crocoObl 00pabOTKM M aHajau3a LU(PPOBOro M300paKeHUs WM BHUIEO, a MPEIMETOM LHU(ppPOBOE
n300pakeHHe WM MOTOKOBOE BUJEO, COJEpIAlllee BBICOKHE MPOCTPAHCTBEHHBIE YAacTOTHI. Bblin
paccMmoTpenbl Metoabl Pobeprca, Cobens, Ilproutra. VYkazaHHbIE METOABI OCHOBBIBAIOTCS
KJIIOYEBOM CBOMCTBE IM(POBOTO CHUTHAJIa — pa3pbIBHOCTU. bBbla CpoeKTHpOBaHA MOJENb, C
BO3MOYKHOCTBIO IIOJICTAHOBKM HY)XKHOH pealu3alud ¢ IOMOILIBI0 HHCTPYMEHTa MOJEIbHO-
OPUEHTUPOBAHHOTO TMPOCKTUpOBaHUS Ha ocHoBe makera Mathworks Simulink. B kadecTse
peanu3aluy UCIOb30BaHbl TPU BBIIIEYIOMSHYTHIX anroputMma. [locTpoeHHas Moeslb MOKET OBbITh
aJlarTUpOBaHa TMOJ JIpYrMe aHAJIOTMYHble aJITOPUTMBI BBIJIEICHHUS KOHTYpPOB, a TakKke
npeoOpa3oBaHa B ucnoiHseMslid Ha [IJIBM kof ¢ moMoIipio BCTpoeHHOTo nHCTpyMeHTa Mathworks
HDL Coder.

Onpenenenue KpaeB N300paskeHUs SABISETCS HAYaJIbHBIM IIarOM BO MHOTUX MPHUIIOKEHUIX
KOMITbIOTEpHOTO 3peHust. OnpezeneHue KpaeB H300pakeHUsl 3HAUUTEIbHO YMEHBIIAeT KOJINYECTBO
JaHHBIX U OT(WIBTPOBBIBAET HEHYXHYIO MM HE3HAUUTENbHYI0O HH(QOpPMALMIO, a TakXke Iaer
3HAUYMUTENbHYIO0 WH(pOpMaIuio B n3o0paxkeHuu. [lanHas mHbOpMAIUs UCIONIB3yeTCs B 00padoTKe
M300pakeHUsl Ul OIpeiesieHUus] OOBEKTOB B KOTOPBIX €CTh MpPOOJEMBbI, TaKHe Kak, JIOKHBIE
IPaHUIbl, OTCYTCTBYIOIIME WIIK U HU3KOKOHTPACTHBIE IIPEIEIbI, MPOOIEMbI C IIyMaMH U T.J.

OnHOM M3 METOOUK OIpeNeNeHUs] KpaeB M300pa’keHHUs] CUMTAETCSl pa3BelKa TOYEK, B
YaCTHOCTH OIpe/IeJIeHNe KOHTYpOB u300paxeHus. OOBEKTOM MpPelOoCTaBIEHHOTO H3yYeHUS
ABIISIETCA CIOCOOBI 00pabOTKM M aHanu3a HU(POBOTO HM300paXKEHHs, a MPEAMETOM BO3MOXKHO
cuuTaTh LU(PPOBOE H300pa)KeHUE, COJeprKalllee BBICOYANMIINE MPOCTPAHCTBEHHBIE YacTOTHL. B
JTaHHOM paboTe ObUIM HCCIIE0BaHbl HAMOOJIEe PacCIPOCTPAHEHHBIE HA JAHHBIM MOMEHT aJTrOpUTMBI
BBIJICJICHHS] KOHTYPOB U300paskenus [1].

Omnepatop Pobeptca. [lanHblii criocod fenaeT 0ObIYHbIE U PE3BbI€ BHIYMUCICHUS IBYMEPHOTO
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