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THE MAIN KEY FOR BUSINESS DEVELOPMENT - A STRATEGIC APPROACH OF 

USING RISK MANAGEMENT SYSTEM    
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Serikova M.A. 
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L.N. Gumiliyov Eurasian National University, Astana, The Republic of Kazakhstan 
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Аңдатпа: Мақала компаниялардағы тәуекелдерді басқару және ішкі бақылау 

принциптерін ашады. Тәуекелдерді басқару қауіптерді бағалауды және азайтуды, процеске 

қатысушылар арасында жауапкершілікті бөлуді және тәуекелді азайту шараларын әзірлеу мен 

енгізуді қамтиды. Таңдалған стратегиялардың тиімділігін тексеруге мүмкіндік беретін тәуекел 

аудиті маңызды рөл атқарады. Тәуекелдерді ықтималдығы мен әсері бойынша жіктеуге 

көмектесетін тәуекел матрицасы да талқыланады, бұл компанияларға ресурстарды ұтымды 

бөлуге және бизнестің тұрақтылығын қамтамасыз ету үшін негізделген шешімдер қабылдауға 

мүмкіндік береді. 

Кілт сөздер: тәуекелдерді басқару, тәуекел аудиті, тәуекел матрицасы, ішкі бақылау 

жүйесі, басқару стратегиясы, ресурстарды бөлу. 

 

Аннотация: Статья раскрывает принципы управления рисками и внутреннего 

контроля в компаниях. Управление рисками включает оценку и минимизацию угроз, 

распределение ответственности среди участников процесса, разработку и внедрение мер по 

смягчению рисков. Важную роль играет аудит рисков, позволяющий проверить 

эффективность выбранных стратегий. Также рассматривается матрица рисков, помогающая 

классифицировать риски по вероятности и влиянию, что позволяет компаниям рационально 

распределять ресурсы и принимать обоснованные решения для обеспечения устойчивости 

бизнеса. 

Ключевые слова: управление рисками, аудит рисков, матрица рисков, внутренняя 

система контроля, стратегия управления, распределение ресурсов. 

Annotiation: The article reveals the principles of risk management and internal control in 

companies. Risk management includes assessment and minimization of threats, distribution of 

responsibility among process participants, development and implementation of risk mitigation 

measures. Risk audit plays an important role, allowing to check the effectiveness of selected 

strategies. Also considered is the risk matrix, which helps to classify risks by probability and impact, 

https://www.gov.kz/uploads/2024/6/24/9fb806d6f5c9e71055ae5213099d9478_original.4559373
https://www.gov.kz/memleket/entities/transport/documents/1?lang=ru
https://academy-rep.kz/item.php?id=1012
https://academy-rep.kz/item.php?id=1012
mailto:zhanar.temirgali@bk.ru
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which allows companies to rationally allocate resources and make informed decisions to ensure 

business sustainability. 

Key words: risk management, risk-based auditing, heat map, internal control system, 

management strategy, resource allocation. 

 

Any enterprise, function and, more broadly - not just about business, any type of activity goes 

through various stages of maturity. At each stage of the company's development, its owners and 

management in one order or another set priorities for a more or less broad list of goals between which 

resources need to be allocated. At the same time, regardless of the size of the business and its industry 

affiliation - from a small grocery store to a multi - industry multinational conglomerate-the captain 

of this ship is aware that any business has inherent risks that can hinder the achievement of its goals. 

Accordingly, these risks need to be managed. On the other hand, both the implementation of the 

project/strategy itself and the management of related risks require resources, the use of which must 

be controlled. Accordingly, there is a need for risk assessment, risk management, and control over 

the entire process. Let's explain these terms in more detail. 

Risk-based auditing is a way to verify that a project's risk management is being done correctly. 

Risk audits provide valuable information that can be used to inform decisions related to resource 

allocation and budgeting for future projects. Should we spend more time on risk management? Did 

we have the right people responsible for the risks? Did people know what to do when they were 

assigned risk reduction activities, and if not, why? With this data, project managers can better see 

where to invest the effort (and money) to achieve the desired results.  

Risk management audits can provide invaluable insight into the project process and help 

organizations make informed decisions that maximize efficiency, deliver cost savings through better 

use of resources, and increase the chances of overall project success.  

Internal audit is a function that, in parallel with risk management, ensures the effectiveness of 

the internal control system and management of the enterprise as a whole. What is risk management? 

Management is required to take a portfolio view of risk. In effect all levels of management 

will need to consider the events that may impact on their areas of activity and feed them up to senior 

management. This assessment can be qualitative or quantitative. Senior management should use these 

assessments running through all levels and business areas of the entity to build up an entity level 

assessment of the overall risk portfolio of the organisation.  

Entity risk management is implemented and made to work effectively by an entity's 

management and other personnel. It is accomplished by what individuals within an organisation do 

and say. Similarly, Entity risk management affects people's actions. Each employee is an individual 

with different competencies and understanding. Entity risk management seeks to provide the 

mechanisms to enable members of staff to understand risk in the context of the entity's objectives. 

Members of staff should know their responsibilities and the limits of their authority. Accordingly a 

clear and concise linkage needs to exist between an individual's duties and the way that they are 

carried out. Senior management primarily provide oversight. However, they also provide direction, 

approve strategies and approve certain transactions and policies thereby playing a vital role in 

enforcing organisational culture. Below we can see the difference between internal audit and risk 

management: 

 

Criteria Risk management Internal audit 

Subordination to 

management 

Part of the team Independent of management 

Maintaining risk 

management and internal 

control systems 

Directly involved in maintaining 

the risk management and 

internal control system 

Independently assesses the 

effectiveness of risk management and 

internal control procedures 

Work to improve the RM 

and VK systems 

Develops and implements 

improvement measures 

Develops recommendations 
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Reporting Reporting to different levels of 

management 

Reporting to senior executive 

management and the Board of 

Directors 

Figure 1: Difference between internal audit and risk management [1] 

 

Activities related to the organization and functioning of the internal control and risk 

management system can be presented in the form of the proposed scheme, which begins with goal 

setting and through identifying, assessing risks, identifying possible ways to manage them and using 

these tools comes to monitoring the results of the system's activities, on the basis of which the 

company's goals and individual business processes can be adjusted again. The responsibilities and 

responsibilities of the main participants in the risk management process are usually distributed as 

follows:  

Stage of the 

process 

Board of 

Directors 

Management Risk management 

departments 

Internal audit 

Setting strategic 

goals 

General 

supervision of 

the adequacy 

and 

effectiveness of 

the risk 

management 

system, 

approval of the 

most 

significant 

decisions, 

provision of 

conditions for 

creating an 

effective 

control 

environment, 

administrative 

support of the 

risk 

management 

system, 

provision of 

resources for 

the proper 

functioning of 

the risk 

management 

and internal 

control system 

Responsibility for 

setting strategic 

goals and 

developing a plan to 

achieve them 

Promotion of the risk 

management system; 

analysis of the 

relevance of strategic 

goals (possibly 

benchmarking with 

competitors) 

Promotion of risk 

management system 

ideas; audits of 

strategic plans; 

consultations 

Identifying goals 

and risks 

Decomposition of 

strategic goals into 

operational ones. 

Identification of 

risks, approval of 

the list of risks 

Risk identification 

methodology and risk 

identification. 

Analysis of 

operational goals for 

compliance with the 

strategy 

Analysis of 

operational goals for 

compliance with the 

strategy; 

consultations 

Risk assessment Risk assessment, 

approval of 

evaluation results 

Risk assessment, 

assessment 

methodology 

Independent risk 

assessment at the 

stage of annual 

planning and 

individual audits 

Developing ways 

to respond to and 

manage risks 

Development and 

approval of 

measures 

Development of 

measures, 

consultation in the 

development of 

measures, analysis of 

the adequacy of 

selected measures 

Consultations in the 

development of 

measures, analysis of 

the adequacy of 

selected measures 

Information and 

communication 

Preparation of 

reports on the 

effectiveness of the 

risk management 

system; 

organization of 

interaction within 

risk management at 

all levels of the 

hierarchy and 

Preparation of reports 

on the effectiveness 

of the risk 

management system; 

organization of 

interaction within 

risk management at 

all levels of the 

hierarchy and 

between all divisions 

Preparation of 

independent reports 

on the effectiveness 

of the risk 

management system 
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between all 

divisions of the 

company 

of the company 

 

Figure 2: Responsibilities and responsibilities of key participants in the risk management process [2] 

Stages of conducting an RMS audit are: 

1. Preparation for the audit 

2. Development of an audit plan:  

3. Conducting the audit itself:  

4. Drawing up an action plan to refine the existing RMS 

5. Report generation. Based on the analyzed information, a report is compiled with 

recommendations for improving the level of compliance with requirements. An important tool of the 

risk management system is the risk matrix (or heat map). Below we can see a more detailed 

explanation. [3] 

A risk matrix is a method used to analyze and assess potential threats based on their impact 

and likelihood of occurrence. It is a table with influence levels horizontally and probability levels 

vertically. This structure allows you to visually categorize risks according to their significance. Using 

the risk matrix allows organizations to: identify and systematize potential threats; evaluate their 

impact on projects and processes; prioritize risks and develop strategies to minimize or eliminate 

them. 

Depending on the probability and severity of the risks, they can be classified as high, moderate 

or low. As part of the risk management process, companies use risk matrices to help them prioritize 

different risks and develop an appropriate mitigation strategy. Risk matrices work on a large and 

small scale; this risk prioritization system can be applied at the level of individual projects or at the 

enterprise level. 

The Risk and Control Matrix is a powerful tool that compares the potential risks you face with 

the controls you apply to reduce their impact. Common types of risks include financial, operational, 

IT risks, fraud risks, regulatory or reputational risks. The matrix usually has two axes: Likelihood: 

Evaluates the probability of a specific risk occurring. It can be rated from “rare” to “inevitable". 

Impact: Assesses how serious the consequences would be if the risk really arose. It can be rated from 

“very low“ to "critical". 

Comparing these two factors for each risk helps to prioritize the risks that require the most 

attention, assess whether existing controls are sufficient, and determine whether additional measures 

are needed. It is an excellent tool for improving decision-making and communication in the field of 

risk management. 

Combining assessment criteria into a risk matrix.  It is necessary to make a decision on 

combining risk exposure scores with risk probability scores. Many organizations use a matrix and 

agree in advance on which combination of probability and impact represents a very high, high, 

medium and low level of risk. A typical matrix is shown below. To reflect the method used to 

determine the probability of occurrence and impact of the risk, it will need to be changed. Various 

decisions can be made as to which combinations will be considered low, medium high or very high 

risk.  

 

                                       Probability 

Rarely/Almost not 

likely 

Unlikely Average Possible Frequently / 

expected 
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1 2 3 4 5 

Impact Low 

 

1 Low Low Low 

 

Low Low 

Average 2 Low Low Average Average 

 

Average 

High 3 Low Average 

 

Average 

 

High 

 

Very 

high  

Very 

high  

4 Low High High Very 

high  

Very 

high 

Figure 3: Matrix of probability of occurrence and impact of risk [4] 

In conclusion, risk management and internal auditing are crucial for any organization’s 

success, helping balance objectives and resources while minimizing risks. Effective risk management 

identifies, assesses, and prioritizes risks, enabling the development of control measures tailored to the 

organization’s needs. The internal audit function ensures these measures work effectively, aligning 

with the company’s goals. By employing tools like the risk matrix, companies can assess the 

probability and impact of risks to optimize decision-making. Together, these processes ensure 

strategic alignment, efficient resource use, and a sustainable approach to organizational growth. 
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Аннотация:Статья посвящена анализу международного опыта аудита эффективности 

противодействия теневой экономике на примере США, Германии, Великобритании, Канады и 

Италии. Теневая экономика является серьезной проблемой для стран с разным уровнем 

развития, подрывая бюджетные поступления и способствуя финансовому неравенству. 
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