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NEW TRENDS IN ANTI-CRISIS MANAGEMENT: ENSURING STABILITY OF
NATIONAL CURRENCIES WITH DIGITAL TECHNOLOGIES

S.S. Kananov
Eurasian National University named after L.N. Gumilyov, Astana, Kazakhstan kananov_ss@enu.kz
Scientific Advisor: Sh.Sh. Turmakhanbetova,
Candidate of Economic Sciences, Acting Professor

Anaarna. bys Makana yiaTThIK BaJTlOTanapabl TYPaKTaHIbIpyFa apHAJIFaH J1aF1apbICKa Kapchl
Oackapy/IbIH jKaHa TPEHIATEPIH 3€PTTE/I1, OFaH YJKEH JIEPEKTEeP, NePEKTEP aHATUTHUKACKHI, OJTOKUYEHH
YKOHE JIEPEKTep FBUIBIMBI CUSKTHI IIUQPIIBIK TEXHOJOTHUsIIap Kipeni. KazakcTaH KOHTEKCTIHE JKOHE
xahaHablK ayKpIMJa, Oyl TEXHOJOTUSJIAp BATIOTAIBIK TOyeKenJaepal Oackapyra apHaJFaH
WHHOBAIMSUIBIK IIEMIIMAEPl YCBIHBIN, SKOHOMHUKAJBIK KYObUIMAJBUIBIKKA Kapchl TO3IMAUTIKT1
apTThIpajbl. OIeOUETTI Taiay KoHe Ka3ipri yakpITTa iCKe achIpblTy JKaFJaillapblH 3epTTeY apKblibl,
OyJ1 3epTTey HETI3T1 TEXHOJOTHUSUIBIK OJIKBIIBIKTAPIBI AHBIKTAI, MUQPIBIK HETI3eT1 BaTIOTAJIBIK
TYPaKTBUIBIKTBI OacKapyFa apHaJIFaH CTPaTervsUIbIK YChIHBICTap Oeperi.

Ty#inai ce3nep: HUPPIBIK TEXHOJIOTHIIAP, BATIOTANBIK TYPAaKTBUIBIK, JaFAapbicKa Kapchl
Oackapy, OJIOKYEIH, TepeKTep aHATUTHKACHI.

AHHOTanus. B nmaHHOW cTaThe paccMaTpuBAIOTCS HOBBIC TEHACHIIMHM B AHTHKPU3HCHOM
YOpaBJICHUHM, HaMpaBJCHHbIE Ha CTAOWJIM3AIMI0 HAIMOHAJIBHBIX BAJIIOT C HCIOJIb30BAHHEM
U(POBBIX TEXHOJIOTHH, BKJIIOYAsl OOJBIINE NaHHBIC, AaHAIUTUKY JAHHBIX, OJOKYCHH W HayKd O
naHHbIX. B koHTekcTe Ka3axcrana, a Takxke Ha ri00aibHOM YPOBHE, OTH TEXHOJIOTHH MPEJIararT
WHHOBAIIMOHHBIEC PEIICHUS JUIS YIpaBJIEHUS BAJTIOTHBIMU PHUCKAMH, TIOBBINIAS YCTOWYHMBOCTH K
SKOHOMHUYECKOH BOJATHIIBHOCTH. Yepe3 aHaau3 JUTEpaTypbl U M3YUYCHHE TEKYIIUX pean3allnid,
JAHHOE HCCIEOBAaHUE BBIABISCT KIIOYEBBIC TEXHOJOTHYECKHE TMpoOeabl W mpejiaraer
CTpaTeTUYECKUe PEKOMEHAIINU JIJIs yIPaBJIEHUs CTAOMIHbHOCTHIO BAIIOTHI Ha OCHOBE ITU(POBBIX
TEXHOJIOTHH.

KiroueBbie cjioBa: 1u@poBble TEXHOJIOTHH, CTA0OMIBHOCTH BAIIOTHI, AHTHKPU3UCHOE
ynpaBJieHHE, OJOKYCIHH, aHATNTHKA JaHHBIX.

Abstract. This paper explores emerging trends in anticrisis management aimed at stabilizing
national currencies using digital technologies, including big data, data analytics, blockchain, and data
science. In the context of Kazakhstan, as well as on a global scale, these technologies offer innovative
solutions for currency risk management, enhancing resilience against economic volatility. Through
literature analysis and an examination of current implementations, this study identifies key
technological gaps and provides strategic recommendations for digital-based currency stability
management.

Keywords: digital technologies, currency stability, anti-crisis management, blockchain, data
analytics.

1. Introduction

Ensuring the stability of national currencies is fundamental to maintaining economic security,
especially for countries like Kazakhstan, where economic stability remains susceptible to both global
market volatility and regional economic shifts. Currency stability impacts inflation control,
investment flows, and economic growth, making it a focal point of anti-crisis management efforts [1].
Traditional approaches to managing currency stability have relied on monetary policy adjustments,
forex interventions, and fiscal regulations. However, these methods are often limited by delays in
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data collection, analysis, and response, making them less effective in the face of rapidly evolving
crises [2].

In this context, digital technologies such as big data, data analytics, blockchain, and data
science offer promising tools to enhance the precision and responsiveness of anti-crisis measures. By
facilitating real-time data processing and predictive analytics, these technologies enable policymakers
to forecast currency risks with greater accuracy, thus allowing more proactive and adaptive
management approaches [3].

This paper aims to examine the use of digital technologies in supporting currency stability
within the framework of anticrisis management. Focusing on the case of Kazakhstan, this study will
compare national practices with global trends, identifying opportunities for adopting innovative
digital tools to mitigate currency volatility. The paper is structured as follows: a review of existing
literature and identification of gaps, an analysis of digital currency risk management applications, a
PEST analysis for Kazakhstan, recommendations based on findings, and

2. Literature review

2.1 Global trends in anti-crisis management with digital technologies

Worldwide, digital technologies are now pivotal in enhancing anti-crisis management
strategies, particularly in currency risk management. Developed nations have integrated big data, data
analytics, blockchain, and data science into their financial systems, using them to predict and mitigate
currency fluctuations and manage broader economic instability [4]. Advanced data analytics
platforms allow real-time monitoring of exchange rates, which aids in stabilizing economies during
external market shocks [5]. Blockchain has also gained prominence in international transactions,
securing cross-border payments and reducing transaction costs to promote smoother financial
exchanges, especially in times of crisis.

2.2 Current use of digital technologies in currency risk management

The application of digital technologies in currency stability measures involves several key
tools. Big data analytics, for instance, enables financial institutions to process extensive datasets on
global market trends, offering insights that can forecast potential devaluation of national currencies
[5]. Blockchain technology is becoming particularly useful in facilitating transparent and secure
financial transactions, fostering a more stable exchange environment by safeguarding transaction data
on an immutable ledger. Furthermore, data science has enabled the development of scenario modeling
for potential crises, allowing governments and institutions to simulate economic disruptions and
proactively manage risks [1].

2.3 Kazakhstan’s digital ecosystem in currency stability efforts

In Kazakhstan, the Digital Kazakhstan Program has spurred fintech advancements across
banking, payments, and some government services [2]. However, the use of digital technologies
specifically for currency stability remains in its infancy. Efforts are ongoing to explore blockchain-
based applications to improve security in cross-border transactions, but a comprehensive approach
that integrates this technology into national currency management frameworks is still developing.
Additionally, big data capabilities focused on currency forecasting and predictive analytics remain
limited, and much of the technology infrastructure relies on foreign partnerships, underscoring the
need for localized digital solutions.

3. PEST analysis of the application of digital technologies to manage currency risks in
Kazakhstan

3.1 Political Factors

The political landscape in Kazakhstan has demonstrated growing support for digital
transformation, especially through the Digital Kazakhstan program, which aims to modernize the
economy by adopting advanced digital solutions. However, while the government is advancing this
agenda, the regulatory environment around digital finance remains a mixed terrain. Financial
regulations currently impose constraints on blockchain and big data usage, largely due to concerns
over data security, transparency, and privacy. For instance, financial institutions in Kazakhstan face
restrictions when deploying blockchain technology for financial transactions, as regulatory
frameworks are not yet fully adapted to these innovations [5].
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International Example: In Estonia, a highly digitized government has adopted blockchain
for public sector data security, including financial records, allowing real-time verification and
enhanced transparency in state operations. This proactive regulatory approach has bolstered Estonia’s
digital resilience, establishing it as a model for other countries [4].

3.2 Economic Factors

Kazakhstan’s economy, heavily reliant on oil exports, faces significant currency volatility due
to global oil price fluctuations. This dependency underscores the necessity for robust currency
management tools to mitigate external shocks. Investments in digital technologies like big data,
blockchain, and analytics platforms could provide critical insights and support currency stabilization
measures. However, the infrastructure required for big data and blockchain analytics remains costly
and challenging to implement at scale. A case in point is the National Bank of Kazakhstan’s
exploration of blockchain for a digital tenge pilot, a digital currency that aims to stabilize domestic
financial transactions by providing a secure and transparent transaction method. While promising, the
initiative highlights the substantial investment needed to develop national digital finance
infrastructure [2].

Global Context: China’s central bank has piloted a digital yuan, utilizing blockchain to
enhance control over currency circulation and minimize currency fluctuation risks during economic
shocks. This initiative demonstrates the potential for digital currencies to stabilize exchange rates,
although it also requires a significant commitment to technological investment and regulatory
adaptation [5].

3.3 Social Factors

Digital literacy in Kazakhstan is uneven, with particular gaps in financial and digital
knowledge across different demographics. This impacts the effectiveness of new digital tools, such
as blockchain and data analytics, for currency stability. Within the financial sector, however, there is
a growing acceptance of digital solutions driven by government-led digitalization initiatives under
the Digital Kazakhstan program. For instance, as a part of this program, the government has
implemented blockchain-based identity verification for public services, which has helped increase
awareness of blockchain’s benefits. Yet, broader public acceptance of blockchain in finance will
require continued education and public awareness campaigns to foster trust in digital currency
stability mechanisms [3].

Case Study: In Sweden, the Riksbank’s e-krona project aims to launch a state-backed digital
currency in response to declining cash use. The Swedish government has actively engaged the public
through informational campaigns and accessible platforms, ensuring transparency and fostering
social acceptance. This approach can serve as a model for Kazakhstan, illustrating the importance of
public engagement in digital currency adoption [4].

3.4 Technological Factors

Kazakhstan’s digital infrastructure has improved in recent years, with increased access to
high-speed internet and cloud storage capabilities; however, gaps remain, particularly in integrating
advanced technologies like real-time data analytics and predictive models needed for currency
stability. The country’s reliance on foreign technology partnerships highlights the need for localized
technological development to minimize dependency. For example, Kazakhstan has partnered with
IBM to explore blockchain solutions in finance, yet comprehensive national implementation is still
in progress [3].

International Example: The United States has adopted advanced big data analytics in
financial institutions, allowing real-time currency risk assessment through platforms that integrate
artificial intelligence and machine learning. This technology has enabled American financial
institutions to pre-emptively manage currency volatility by identifying early trends in the market [1].
Such infrastructure provides a benchmark for Kazakhstan, underscoring the need to invest in local
expertise and cybersecurity to ensure data privacy and functionality within its own financial
ecosystem.

Analysis summary

This analysis reveals several significant challenges related to the application of digital
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technologies for currency risk management in Kazakhstan. A primary issue is the underdeveloped
digital infrastructure, which restricts the effective use of advanced tools such as big data analytics
and blockchain. This inadequacy hampers financial institutions’ ability to monitor and manage
currency fluctuations in real time.

Additionally, there is a noticeable lack of localized expertise and research, which limits the
country’s capacity to fully leverage the potential of digital technologies in crisis management. The
existing regulatory framework poses obstacles to the adoption of blockchain technology, as concerns
over data security and privacy create uncertainty among financial institutions.

Moreover, public awareness and acceptance of digital solutions remain low, which could
impede broader integration into financial practices. Lastly, the shortage of skilled professionals in
data science and analytics further complicates the implementation of innovative technologies needed
for effective currency risk management.

These challenges highlight the urgent need for targeted interventions to enhance the
integration of digital technologies in Kazakhstan’s approach to ensuring currency stability and
resilience in crisis management.

4. Recommendations

Based on the findings, the following recommendations are proposed to enhance Kazakhstan’s
digital approach to currency stability within the framework of anti-crisis management:

1. Strengthening digital infrastructure and investment
Increased investments in local digital infrastructure are essential to support the extensive data needs
of currency management. Establishing data centers and improving cloud storage and internet access
will create a reliable foundation for big data and blockchain applications in financial systems, thereby
enhancing Kazakhstan’s digital resilience.

2. Encouraging public-private partnerships for technological advancements
Kazakhstan could benefit from collaborative efforts between government agencies and private tech
firms to accelerate the adoption of innovative digital tools. These partnerships could facilitate
technology transfer, reduce costs, and drive skills development among professionals in the finance
sector.

3. Enhancing data security and privacy regulations
With digital transformation comes the need for robust security protocols. Regulations that prioritize
data privacy while fostering innovation will create a safer environment for adopting digital
technologies in financial operations, such as blockchain and big data.

4. Developing national talent and expertise in data science and predictive analytics
Developing in-country expertise in data science and predictive analytics is critical for sustainable
digital transformation. Specialized training programs could prepare the next generation of financial
analysts and data scientists, ensuring that Kazakhstan can independently manage its digital financial
systems.

5. Promoting blockchain ~ technology = for  cross-border  transactions
Blockchain applications for cross-border transactions could significantly enhance transparency and
lower transaction costs, contributing to currency stability. By initiating blockchain pilots with CIS
countries, Kazakhstan can strengthen trade partnerships while mitigating currency risk.

6. Conclusion In conclusion, the study highlights the transformative role of digital
technologies in enhancing currency stability and anti-crisis management, particularly in Kazakhstan’s
evolving economic landscape. Big data, data analytics, blockchain, and data science offer substantial
benefits, enabling real-time monitoring of currency trends, predictive analysis for crisis preparedness,
and secure transaction frameworks through blockchain. However, Kazakhstan faces distinct
challenges, including limited local expertise, gaps in digital infrastructure, and the need for
strengthened regulatory frameworks to support these technologies [2].

The analysis, structured around political, economic, social, and technological factors,
underscores the opportunities and constraints within Kazakhstan’s current digital ecosystem. On the
political and economic fronts, a supportive regulatory environment and targeted investments are
essential to fostering digital transformation. Socially, initiatives that increase digital literacy and
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public trust in blockchain applications can drive broader adoption. Technologically, establishing a
resilient digital infrastructure is paramount to harnessing the potential of big data and blockchain for
currency stability [3].

Based on these insights, the recommendations provided advocate for a multifaceted approach,
including investment in infrastructure, public-private partnerships, talent development, and
international collaboration. By prioritizing these areas, Kazakhstan can create a sustainable
framework for leveraging digital technologies in currency risk management, ultimately enhancing
economic resilience and stability in a complex global environment.

References
1. Chen, Y., Liu, H., Xie, H. Artificial Intelligence in Crisis Management: Applications
and Challenges // Journal of Risk Research. — 2020. — Ne3. — P. 113-128.

2. Kassen, M. Digital Kazakhstan: Opportunities and Challenges of E-Government
Development // Electronic Journal of e-Government. — 2018. — Ne7. — P. 21-37.
3. Ivanov, V., Volkova, E. Big Data Analytics and Its Role in Crisis Management: CIS

Region Case Study // Journal of Business Continuity & Emergency Planning. — 2021. — Ne5. — P. 55—
67.

4. Siu, K. W., Zhao, L. The Development of Early Warning Systems in Financial
Markets: Applications and Challenges // International Journal of Financial Studies. — 2018. — Ne6. —
P. 102-115.

5. Zhang, Y., Li, J., Wang, S. Al and Economic Stability: The Chinese Experience //
Journal of Economic Research. — 2020. — Ne9. — P. 78-92.

YK 336.025

BU3HEC IIEH MEMJVIEKET YIHIIH BAJJIIOTAJIBIK TOYEKEJIIEPAI BACKAPY
CTPATEI'UAJIAPBI

Aooymaenenosa Taxmuna Hnxomxwizol
maructpanT, JL.LH.I'ymunes areiagarst Eypa3us yITTBIK YHUBEPCUTETI
Acrana K., Kazakcran PecriyOnukacel
E-mail: tahminaabdumavlenova@gmail.com

Angarna: JKymeicta KP KapKbUIBIK KayillCi3QiriH KaMTamMachl3 €Ty MaKCaThIH/Ia BAJTIOTAJIBIK
TOYEKENJIep/ll a3alTy *KYHEeCIHIH MoHI MEH pelli 3epTTeN/li, OYJ BalOTabIK ToyeKesal Oinaipeni,
KaHJall BaJIIOTAIBIK ONEpanusuiap OapbIChIHIA OChl TOYEKENJEp TYbIHAAybl MYMKIH, BaJIFOTAJIBIK
TOYEKeNep/ii a3aiiTy Oenirinae ToyekenaepAl Oackapy >kyleciHiH peii 3eprreneni. BamroTaibik
ToyeKesIep i 0acKapyAblH €H MaHBI3/Ibl XKOHE KEH TapalfaH KypajJapbl XCIKHPICY Kypaiaapbl
00JIBITT TAOBLIAIBI, OJIAPJIBIH APACBIHIA XKETKI3Y JKOHE ecell albIphicy (hopBapATapbl MEH BATFOTAIBIK
XKyITap OOMBIHIIA OIIIUOH/IAP KOJIIaHbBLIA b

Kiar ce3nep: BanroTalbIK TOyeKeNep, TPAH3AKIMSIIBIK TOYEKEN, TPAHCISIUSIIBIK TOyeKed,
IIOFBIPJIAHIBIPBLIFAH TOYEKell, OKIMIIUTIK TOYEKeN, XalblKapallbIK cay/ia, BaIIOTa, BaTiOTa OaFbIMBI

AHHOTaIII/Iﬂ: B pa60Te HU3YUYCHBI CYIHOCTH U POJIb CUCTEMbI CHUIKCHUA BAJIFOTHBIX PUCKOB B
OCIIAX oOecneueHus (bHHaHCOBOﬁ 0€30IMacHOCTH PK, YTO O3HAYaeT BATFOTHBIN PHUCK, B XO€ KaKUX
BaJIFOTHBIX OHepaI_II/Iﬁ MOTYT BO3HUKHYTH 3TH PHUCKH, U3YUCHA POJIb CUCTCMbI YIIPABJICHHUA PUCKAMHA
B YaCTU CHUIKCHH A BAJIFOTHBIX PUCKOB. HawuGomee Ba>XxHBIMH U pacnpoCTpaHCHHBIMU NHCTPYMCHTAMU
YIIpaBJICHHUA BAJOTHBIMU PUCKAMU SABJIAIOTCA HHCTPYMCHTBI XCIUKHUPOBAHUA, CPCAU KOTOPBIX
HCIIOJIB3YIOTCHA (I)OpBapIIBI IMOCTABOK U paCyYCTOB, a4 TaKKC OIIIMOHLI Ha BAJIFOTHBIC ITAPLI.

KimoueBble cj10Ba: BallIOTHBIC PHUCKHU, TpaHBaKHHOHHBIf/'I PHUCK, TpaHCHHHHOHHBIﬁ PHUCK,
KOHCOJ'IH,[[HpOB&HHLIfI PHUCK, aI[MI/IHI/ICTpaTI/IBHHﬁ pUCK, MCKAYyHApOAHAsA TOProBJid, BaJIKOTa,
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