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LEGAL ISSUES OF CYBER SECURITY IN THE REPUBLIC OF KAZAKHSTAN
Abdikarym Syrym
Master student of the Department of Theory and History of State and Law, Constitutional
Law of L.N. Gumilyov Eurasian National University

At the beginning of the third millennium, information security in the formation of an
information society is leading in the national security system. Therefore, the formation and
development of a unified state information security policy is a priority. In this regard, the purpose of
the research is to study the political mechanisms of information security and to develop programs
for organizing information security of the enterprise by disclosing the conceptual framework and
principles of information security.

President of the Republic of Kazakhstan Nursultan Nazarbayev's Address on "New
Opportunities for the Development of the Fourth Industrial Revolution", January 10, 2018,
highlighted the issue of cyber-security and highlighted the increasing relevance of the fight against
this type of crime [1].

At the same time, the Government of Kazakhstan approved the Cyber Security Concept on
June 30, 2017 [2].

Information security, in contrast, is a new concept that emerged at the end of the 20th
century. The concept of general information, the protection of information from the middle of the
last century, has become an object of research and rapid development of information technologies
and, accordingly, accelerated involvement of the countries which have become a part of the
development process of global globalization, which is the driving force of developed countries, has
increased the relevance of information security.

The issue of information security is one of the most pressing issues not only in our country,
but also in all developed countries. The role of information security in the field of information
security is associated with an increase in the role of information in all areas of public life. Today,
distance learning technologies, automated offices, and worldwide products have been launched.

In accordance with the Concept of Information Security of the Republic of Kazakhstan,
ensuring the information security of the state is based on the use of a comprehensive approach that
encompasses the constitutional rights and freedoms of individuals and citizens in the field of
information, including the inviolability of the constitutional order, the sovereignty and territorial
integrity of the Republic of Kazakhstan, political, economic and social stability, law and order In
order to rgaw use, requires the development of mutually beneficial international cooperation in the
field of information security.

The state policy in the field of information security in Kazakhstan (hereinafter - the state
policy) is open and provides for public awareness of the activities of the public authorities and
public institutions in the field of information security taking into account the restrictions provided
by the current legislative acts of the country.

As a result of the monitoring of the state of the security development, the Agency for
Information and Communication reported that in 2007, 456 vulnerable bullets were found in state
information systems, and in 2008 another 232 vulnerabilities were disclosed [3].

In our opinion, the protection of state secrets in the public authorities, the prevention and
elimination of illicit access to information infringing the security of another state are not properly
implemented:

- Insufficient awareness, negligence, functional responsibilities of the persons responsible
for information security;

- Insufficient level of information security policy, relevant provisions, plans and other
regulatory legal acts specially created in government agencies and organizations;

- lack or lack of control by government officials and organizations;

- financial crimes, including corruption and corruption of government officials and
employees;
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- Lack of qualified specialists and low wages of specialists in government agencies and
organizations;

- The absence or timeliness of cryptographic programs, other technical facilities. Many of
these shortcomings are caused by the human factor. Therefore, in the process of staffing, not only
the professional level of professionals, but also the moral and psychological state should be taken
into account. Lack of qualified personnel in many government agencies and their related industries
is one of the issues of information security.

The Agency for Informatization & Communication has also shown the risk of leaving the
Agency's specialists to the commercial structures [4]. According to the information posted on the
website of the Ministry of Defense of the Republic of Kazakhstan, in the Armed Forces of
Kazakhstan there are about 500 specialists in the field of computing, communication, radio
engineering and artillery, zenith, motorbike, aviation, exploration, topogeodesy, about a year.
Russian military scientist, academician According to Levakov, more than 2 million computers,
more than 100,000 local nodes, more than 10,000 information systems work in the United States
Defense Forces, each military serves one computer [5]. Therefore, the government requires
comprehensive information on security, including information security, in all areas, such as the
naval fleet, intelligence, infantry, air force, espionage, and anti-terrorism, arms trade, and special
attention.

It is important to note that the interest in information security is more active in non-
governmental organizations, especially in financial structures, than in government agencies. It can
be traced back to the results of the training courses for specialists training and retraining of
"Almas", established by the Prime Minister's Office, that is, 252 people who participated in this
course from 2005 to 2009 were all non-governmental organizations. LLP "Information Security
Agency" is located in the cities of Almaty and Astana, telecommunication and communication, oil
and gas, production, financial and others. surveyed 125 companies of different ownership in the
industry. As a result of the survey, 68% of respondents said that their information security issues are
relevant, while only 16% have information security units. 31.5% of the companies have information
security issues. While 30% indicated the need to create an information security division, including
the need to allocate funds for information protection, 26% thought it would be more costly to ensure
information security and should be reduced [6].

There are a number of disadvantages in the provision of electronic services to the population
and organizations of Kazakhstan from public authorities, providing the population with quality
communication services, the widespread use of information and communication technologies in
everyday life. These issues are mainly divided into four groups:

1. Low level of public services, so there is a lack of transparency, bureaucracy in the work
of state bodies.

2. Reducing the level of mutual understanding and co-operation between the state bodies,
the effectiveness of their informatization activities will be reduced.

3. Availability of telecommunication and postal communication infrastructure does not
correspond to global standards, Internet access and communication services are low.

4. The low level of computer literacy of the majority of the population and the weakness of
the Kazakhstani Internet resources (the majority of users use Russian information resources) are
also low in the use of information and communication technologies in everyday life. The public
awareness process requires broad support from the government. Public organizations and
individuals must be involved in these activities [7].

For the purpose of ensuring information security, the following measures shall be taken: to
ensure that persons who have been informed of state secrets within five years for resettlement in
foreign countries, foreign mass media outlets that are threatened with national security in the
country, disclosure of information, legal personality of foreign natural persons and stateless persons
in Kazakhstan carrying out activities in this area, and final representative of the media or directly
and indirectly, more than 20 per cent of the shares of ownership, use, management is prohibited.
Information security resources of the Republic of Kazakhstan include information resources,
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including information on private and legal entities, information, distribution and use of information
by the state, information on confidential information and intellectual property, state secrets and
public (public) information, special-purpose telecommunications networks, as well as satellite
communication systems, non-proprietary technologies, mathematical and technological algorithms,
industrial models; Complex research complex management systems (nuclear reactors, space
complexes and so on); political decision-making systems etc.

Information security risks of the Republic of Kazakhstan can be divided into external and
internal depending on their origin.

External threats: non-constructive policy of global information monitoring, dissemination of
information and new information technologies in foreign countries; actions of foreign intelligence
and special services; Criminal acts of international, structural and natural persons, industrial and
bank espionage; natural disasters and disasters; activities of international terrorist and extremist
organizations; foreign policy and economic structures aimed at the interests of Kazakhstan.

Internal threats include: Illegal activities of political and economic structures in the field of
information dissemination, dissemination and use; unlawful acts of individuals and legal entities,
legal rights and interests of the state in the field of information; infringement of the established rules
of collection, processing, storage and transfer of information, etc.

The main areas of information security are:

- Improvement of regulatory framework, development of methodological and technical
documents;

- Development and improvement of the uniform technical policy in the field of information
protection;

- protection of state secrets;

- organizational and technical protection of information and telecommunication systems and
information infrastructure;

- identification, assessment and forecasting of information security threats, activities;

- Personnel training in the field of information technology and information protection.

The normal functioning of business entities is broken down by the lack of regulatory legal
acts, which are responsible for the non-confidence and concealment of sources of information on
commercial activities (results of actual business activities, investments, etc.). On the other hand,
because of the spread of information that is subject to protection (outflow), serious economic
damage to state and business structures can be avoided.

Information security in the systems of collection, transfer, storage, and processing of
financial, exchange, tax, customs information, and intentional misrepresentation represent the
greatest danger. Their ability is due to deliberate or accidental infringement of the technology of
work with unauthorized access, which is explained by insufficient information protection measures.
Such a threat exists in the bodies dealing with the formation and dissemination of information about
foreign economic activity (central office of ministries, trade missions, customs, etc.).

The main organizational and technical measures for information protection in public
information and telecommunication systems are as follows:

- licensing of activities in the field of technical protection of information;

- Creation of a system for access of individuals and legal entities to access to state secrets;

- certification of informatization objects on compliance with information security
requirements;

- development and use of technical means of protection of information and methods of its
control;

- protection against unauthorized access and exposure, computer viruses in information and
telecommunication systems and local counter network;

- Development of technical solutions for the purpose of achievement of perspective
development in the field of information security and improvement of special-purpose
telecommunication networks;
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- anti-counterintelligence to obtain information on the activities of sources of information
threats against the country;

- Creation of educational and methodical and material base of training of specialists in the
field of information security; secrecy and protection of information etc.

For US businessmen, the bill forms a compulsory reporting form for all businesses. In
accordance with its rules, audit firms should be entirely independent, who voluntarily recruit and
recruit employees and consultants. There is a conclusion that the law of SOX makes it difficult to
hide money laundering.

This is not the first and only act of this kind. Such aspects are sufficient. The regulatory
framework of the Republic of Kazakhstan does not provide the necessary information security.
Necessity of full-fledged membership in the information society, except for the free access and
exchange of information through the necessary technical and educational resources, requires a
highly developed and effective legal foundation. Accordingly, in our opinion, the most important
conditions of Kazakhstan in the field of information security are as follows:

1. work with an information resource, the establishment of the legal status of consumers of
the open world system, as well as the national legitimacy of the right to use the Internet;

2. To continue working actively with the establishment and adoption of special legal and
juridical acts on information exchange and information protection with government agencies, and
other legal entities. Also, identifying a list of information that can not be transmitted through open
systems;

3. Active participation in creation and conclusion of international treaties, including norms
of the open system of the world.

The economic aspect of information security is divided into two forms:

1) information aspects of the economy and 2) the economy of information security. The first
aspect is the information aspects of the economy, in the decision-making process, as well as in the
field of economy, as fully, proven and new information. It is mainly related to the competitiveness
of the national economy, social and political stability of the country. "Many organizations today are
unable to obtain the information they need in the light of their work, about their capabilities,
competitors, and accurate information about their competitiveness. In this regard, they often have to
deal with their positions, without having to compete. " There are many examples of this. Thus, BTA
Bank's failure to know the real state of the bank could lead to the collapse of the state of our
economy in crisis situations, bankruptcy of institutions and businesses, and the accumulation of
savings of the population - accumulated financial resources of the population. An important issue in
this area is the insufficient transparency of financial flows and operations in the republic. These are
financial programs, corporations, etc. The difficulty of knowing who is behind is also crucial. Thus,
many apartment owners and cottage owners (White Village, Elyséesian Poly) found that their
prosecutorial body was not in a position to deal with the fraudulent relationships of individuals who
had been recognized by their participation. Some economists argue that certain information flows
are artificially closed and apply to personal interests, whereas more information is involved in
tenders, competitions, and more.

Conclusion

The results of the researches allow to make the following theoretical and practical
recommendations:

Cyber security is an important institution in the life of the individual, society and the state.
Its meaning is determined by the analysis of various aspects of information security. Its diversity
allows for understanding the phenomenon of this phenomenon, the information protection of the
process of human life, as well as society and the state. The meaning of information security is
multidimensional: the social side; legal framework; economic aspects; financial side; military side;
environmental aspects; software and hardware.

The existing legislation is mainly aimed at protecting the state information resources, as well
as the interests of the state in the field of information, the rights of the state authorities. And there is
a lack of legislative acts governing the right of citizens to obtain free information as defined by the
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Constitution, and to protect their personal data. Therefore, it is necessary to adopt laws "On
Information and Information" and "On Personal Data". It also needs to pay attention to the
conformity of existing and future laws, and other regulatory and legal acts in the state and Russian
versions.

It is necessary to improve the accessibility of information resources for access to
information resources of the existing system of "electronic government", state bodies, public
organizations and citizens, in order to ensure citizens' access to information, increase the number of
electronic services to the public. Basically vertical links are established in the exchange of
information between the public authorities and the population participating in the system. And there
is a lack of horizontal link between government agencies. At the same time, low transparency in the
local self-governing bodies, bureaucratic, corrupt practices, lack of professional staff and low
salaries are the reason for the measures to be taken within the framework of the "electronic akimat"
program and the protection of state secrets at their own level.
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Corruption has become one of the most important problems affecting the whole world. It
threatens security and the successful development of a country and society in general. Therefore,
actions against this international and anti-social phenomenon are an important issue for any state.

In Russia, the National Security Strategy to 2020 and the National Anti-Corruption Plan for
2018-2020 approved by the Decrees of the Russian President Vladimir Putin attribute corruption to
one of the major threats to national security in the current period and corruption prevention has
become one of the priorities of the modern state policy.
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