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®OPMAJIBHBIE METO/IbI BEPUOPUKALIMU TPOTPAMMHBIX CHCTEM HA TPUMEPE
SI3BIKA FRAMA-C

MyxkanoBa AlikyH CaOUTKBI3bI
aikunmukanova@gmail.com
Maructpanr 2 kypca ¢akynsreta «MHbpopmanmonnsie rexunonorun» EHY um.JI.H.I'ymunesa, Acrana,
Kazaxcran
Hayumnblii pyxoBoautens — Cayxanosa XK.C.

BBenenue. IlporpammHoe oOecniedeHHE WrpaeT BaXXHYID pOJIb B COBPEMEHHOM MHDE,
KOPPEKTHOCTb U 0€30MaCHOCTh MPOIPAMMHOI0 KOJIa SIBJISIOTCS KJIFOUEBBIMH aCIIEKTaMH, KOTOPbIE HY>KHO
YUUTBHIBaTh NpPU pa3paboTKe MpOrpaMMHBIX cuUCTeM. B cBA3M ¢ 3TUM Bce OONBIIYIO MOIYJISPHOCTH
NOJy4yaroT (opMalibHble METOJbl BEpU(PHUKALMM, KOTOpbIE IO3BOJSIOT JOKa3bIBaTh KOPPEKTHOCTD
MPOrpaMMHOTO Koja Matematndyecku. OJHUM H3 HHCTPYMEHTOB Uil (popManbHON BepUpHUKAIMN
ABJISIETCA A3bIK MporpaMmupoBanus Frama-C, koTopelii npeAaHa3HadeH JJis aHajiu3a U Bepuduranuu
IporpaMMHbIX cucteM Ha s3bike C. Frama-C mo3BossieT mpoBOAUTh CTATUUECKUN aHaJIu3 IPOrPaMMHOTO
KOJa U JIOKa3blBaTh €ro KOPPEKTHOCTh C MOMOIIBIO (pOpMaTbHBIX METOJOB. Llenbto maHHON cTaThu
SBJIIETCS PACCMOTPEHHE NPHUHLMUIIOB padoThl si3bika Frama-C u ero mpuMeHEHMs A aHajau3a U
BepUu(UKaLuu IporpaMMHOro kojaa Ha s3bike C. byyT paccMoTpensl ocHOBHBIE KoHUenuu Frama-C, a
TaKXKe MPUMEpP ero NPUMEHEHHUS JJIsl aHaJIi3a KOPPEKTHOCTH U OE30MaCHOCTH MPOTPAMMHOTO KOJIa.

KiroueBble cjioBa: popmalibHble METO/1bI, BepH(pUKalKs, IPOrpaMMHbIE CUCTEMBI, A3bIK Frama-
C, koppektHocts 110, 6e30macHOCTb.

dopmanbHble METOJbl BepU(UKALMU MPOTPaMMHBIX CHUCTEM SBISIOTCA OJHUM H3 Ba)KHbBIX
HalpaBJIEHUH HCCIET0BaHUN B 00JaCTH MH(OPMALMOHHBIX TEXHOJOTHH. OHHM IMO3BOJISIIOT JOKa3aTh
KOPPEKTHOCTh MPOrPaMMHOI0 KO/a Ha OCHOBE (POpPManbHBIX METOOB, UTO SIBISETCS HEOOXOIMMBIM
YCIIOBUEM I CO3JIaHUS HAJCKHBIX U 0€30MacHbIX MPOrpaMMHbBIX cucTeM. OJIMH U3 UHCTPYMEHTOB JJIs
¢dopmanpHON Bepu(UKAUM MPOrPaMMHOIO KoJa - sI3bIK IporpammupoBanusi Frama-C. DTOT s3bIK
ocHoBaH Ha s3bike C M wucnonb3yercs s (QopMalbHOM BepU(UKALMKM TPOrPAMMHBIX CHCTEM,
HanucaHHbIX Ha s3bike C [1].

Frama-C conepXUT HECKOJBbKO MOAYJEH, KaKIbli U3 KOTOPBIX MpeAHa3HAuy€H Ui MPOBEPKU
OIIpeJIeIEHHOT O acleKTa Koja. HekoTopsle U3 3TUX MOyJIel BKIIIOYAIOT B ce0s:

o Value - mMonynb, npeaHa3HAYCHHBIH [ aHAIN3a YUCIOBBIX 3HAYCHHH MEPEMEHHBIX B
nmporpaMMHOM koje. OH Hcnonb3yercs AJiss MOUCKAa OIIMOOK B KOJE, CBSI3aHHBIX C HEMpPAaBHIbHBIM
HCII0JIb30BAHNEM NIEPEMEHHBIX.

o WP (Weakest Precondition) - Moay:b, KOTOpBIiA ITO3BOJISIET aBTOMAaTHYECKH T€HEPUPOBATh
YCIIOBUS JUIsSl POBEPKH KOPPEKTHOCTU pabOThI MPOrpaMMHOT0 Kojaa. OH HCHOJb3yeTcs AJisi IPOBEPKU
KOPPEKTHOCTH pabOoThl (PyHKIUH U allrOPUTMOB.

o Jessie - Momynb, KOTOpBIH MpeAHA3HAYEH YIS MPOBEPKH MPAaBHIBHOCTH MCIOJIb30BAHHS
yKazareneil B mporpaMMHOM Koze. OH IMO3BOJISIET aBTOMaTHYECKH T'€HEPUPOBATh YCIOBHUS, KOTOpHIE
MIPOBEPAIOT MPABUIBHOCTb PAOOTHI € YKa3aTensaMu [2].

Jns ucnonp3zoBanus s3pika Frama-C HEo0X0AMMO co3/1aTh CcrielnaibHbIA MPOEKT U 3arpy3uTh B
HEro MCXOJHBIN KOJ MPOrpaMMHON CHCTEMBbI, KOTOPYI0 HEOOXOJMMO NpoBepuTh. [lociae 3Toro MokHO
WCIIONB30BaTh pasnuuable moxynu Frama-C qist mpoBepku KoppekTHoctn koma [3]. Ilpomecc
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Bepuukanuu nporpammsl B Frama-C HaumHaeTcss ¢ aHanm3a ee MCXOgHOro kona. 3atem Frama-C
npeoOpa3yeT Koa B (POpManbHBIM SI3bIK, KOTOPBI MOXET OBITh MCIIOJIB30BaH MAJs J10Ka3aTeNbCTBA
KOppeKTHOCTH Koxa. B mpomecce Bepudukanuu Frama-C aBromaTtuyecku reHepupyeT (opMyJibl,
KOTOpPBIC JTOKa3bIBAIOT KOPPEeKTHOCTh kona [4]. Eciam Bepudukanus ycmemHa, To Frama-C paer
YBEIOMJIEHHE O TOM, YTO KOJ KOoppekTeH. OJIHUM U3 NpUMEpPOB ucloyb3oBaHusd Frama-C sBnsercs
IIPOBEPKA KOPPEKTHOCTH IPOrPaMMHOIO KOJa, KOTOPBIA HUCIIOJIB3YETCS I YIPABICHUS IBUIATEISAMU
BO3YIIHBIX CyJ0B. B aTOM cityyae Frama-C ucnonb3yercs A1 IpOBEPKU KOPPEKTHOCTU KO/A, KOTOPBIN
KOHTPOJIMPYET paboTy ABUraTesiell B pa3iMuyHbIX pekuMax mojera. B pesynbrate Bepudurauuu ObLU1o
YCTAHOBJICHO, YTO KOJ KOPPEKTEH U COOTBETCTBYET TPeOOBaHUSAM OE30MaCHOCTH U HaaexkHOcTH. Ere
OJIMH npuMep ucnosb3oBaHus Frama-C - 370 npoBepka KOPPEKTHOCTH KOJa, KOTOPbIM MCIONb3YyeTCs B
aBTOMATUYECKUX TecTax [yl NpuwiokeHu. B stom ciywae Frama-C ucnonb3yercst Uisi MpOBEPKHU
KOPPEKTHOCTH pabOThI TECTOBOTO KOJa M OOHApY KEHHsI BO3MOXKHBIX OIINOOK B HEM [5]. CTOUT OTMETUTH,
4TO Bepu(UKaIU IPOrpaMMHOT0 Koaa ¢ moMomisio Frama-C MoxxeT ObITh CI0KHOI 1 TpeOoBaTeIbHOM
3ajaueil. OTO CBSI3aHO C TeM, YTO Bepudukauus TpeOyeT crenuaabHbIX 3HaHUM M HAaBBIKOB B 00JaCTH
(dbopManbHBIX METOJIOB Bepu(UKAIMK U A3bIka porpamMupoBanus C. Tem He MeHee, HCIIOIB30BaHHE
(GopMalbHBIX METOJI0B BepU(UKALMK MPOTrPAMMHBIX CHUCTEM SBISAETCS HEOOXOAMMBIM JUIsl CO3JaHUsA
HAJEKHBIX U 0€30IMacCHBIX NMPOrpaMMHBIX cucTeM. B aTtoMm cwmbicie s3bik Frama-C sBiisercs MOIIHBIM
MHCTPYMEHTOM /7151 pOopMajIbHOM BepuUKALMK IPOrpaMMHOT0 koja Ha si3bike C [6]. Huxe Ha pucyHke
1 mpenocraBieH mpUMep MPOrpaMMbl, HamMcaHHbIM Ha si3bike C (cmpaBa) M IPEJICTaBICHHBIN Ha
iargopme Frama-C (mocepenune), KOTopasi BBIYUCISET CyMMY 3J€MEHTOB B MaTpUIIE:

Frama-C x

14 return result;

17 int main() {
18 int matrix(RrOwS][COLS] = ({1, 2, 7}, (4, 5, 6}, (7, 0, %}1:

1t L= 0; Lo« ROWS; 144) (

int res: =
29 printf( ! . result);

v slicing

e operties  Values  Red Alarms WP Goals

Ge
¥ Metrics

v impact

Enable

Pucynok 1. Ilpumep nporpammsl Ha nnatdopme Frama-C

B »toit ImporpaMme UCHOJIb3YHOTCSA MHOTOMCPHBIC MAaCCHBBI U (by'HKI_[I/I}I IJIst BBIYUCIICHUA CYMMBI
sanemeHToB B Marpune. C mnomompio Frama-C MOXHO mHpoBeCTHM aHamu3 A3TOW MIpOorpaMMbl Ha
KOPPEKTHOCTH M O€30MIaCHOCTh, HAIPUMEP, MOXKHO ITPOBEPUTH, YTO (QPYHKIHS “‘sum’ KOPPEKTHO paboTaeT
C MaTpuaMu U HE IMPUBOAUT K BBIXOAY 3a I'paHUIbI MaAMATH, a TAKKEC MPOBCPUTH, UTO IIpOorpamMma HE
COJZIEPKUT OLIHMOOK MpH paboTe ¢ yKazaTelsIMU MU MaMATHIO.

Jlanee, mpoBeieM aHAIHM3 TPOTPaAMMBI Ha KOPPEKTHOCTh U 0€30MMacHOCTh ¢ TToMoIbio Frama-C.
3aHy0TI/IM daHaJIn3 C IOMOIIBIO cnez[yromel‘/'l KOMAaH/JbI:

e frama-c -val -no-val-show-annotations example.c

729



Onuuu -val u -no-val-show-annotations yka3sIBaroT, 4TO MBI XOTHM IIPOBECTH CTaTUYECKHUI
aHAJIN3 IPOrPaMMBI C HCIOIB30BaHHEM Moyt Value, a Takke He BHIBOJUTH aHHOTAIIMU B Pe3yJIbTaTe
aHaIN3a.

B pesynbrare ananuza Frama-C Bblnaet cieayromne npeaynpekIeHus:

Frama-C x
Project Analyses File Help
L] Cs R R B =

int sum{int matrix(3](3]) /mnt/c/Users/k-i-z/Desktop/example.c FRAMAC_SHARElibc/_fc_alloc_axiomatic.h »
v /mnt/c/Users/k--z/Desktop/example.c

main

int result = ¢
int 4 = 8;
FRAMAC_SHAREAIbc/—fc_define_file-h _

int § = 0;
FRAMAC —fe_define_fpos_t+ while (§ < 3) { int sum(int matrix[ROWS][COLS]) {
FRAMAC fe_define_off-th { 8 int result = o;

FRAMAC Noci_fc_definesize-th 9 for (int i = 0; 1 < ROWS; i++) {

1
2
3

» FRAMAC_SHARE/libc/_fc_alloc_axiomatic.h wh:l&‘ 1< ;“" e ROW
6
7

gverflow 10 for (int j = 8; j < COLS; j++) {
= - sific ed, Ml (matrix + 1))(§] = 2147483647; 11 result += matrix[il[j];
» FRAMAC_S! 12 }
*(matrix + 1))13]); 13 }
P FRAMAC RN Tt ) 14 return result;
FRAMAC_SHAREMBC/stdargh § o+ 15}
» FRAMAC_SHARE/libc/stdio.h ) 16

: } 17 int main() {
P RN BHARN G i 18 int matrix[Rows][coLs] = {{1, 2, 3}, {&, 5. 6}, {7, 8, 9}

} 20 printf( Matrix )
return result; 21 for (int i = 0; 1 < ROWS; 1++) {
22 for (int j = 8; j < COLS; j++) {
~wp 23 printf(*sd -, matrix[1][j]);
24 }
10 — 4+  timeou it 25 printf( )i
4 = | ornas 5 !
28 int result = sum(matrix);
29 printf( f element
¥slicing 30
31 return 0;

Model. Provers. No Cache v result);

Enable

Information  Messages (1)  Console  Properties  Values  Red Alarms WP Goals
¥ Occurrence _—

r a e "
E'UU‘C O /mntic/users/k--z/Desktop/example.c:11 eva signed overflow. assert result + (*(matrix + )] = 2147483647;
cus
& Read (3 write
¥ Metrics
v | Launch

~impact
Enable
slicing after impact
Follow focus

vEva

Pucynoxk 2. [Ipumep ananusa nporpammsl Ha iatgopme Frama-C

OTH TpenynpexIeHNUs CBHICTEIBCTBYIOT O TOM, YTO B (PYHKIMH SUM BO3MOYKHO BBIXOZ 32
IpaHMIlbl MaccuBa matrix. TO CBA3aHO C TE€M, YTO pa3Mepbl MacCHBa matrix yKa3aHbl sIBHO U OHU He
COOTBETCTBYIOT pa3Mepy, KOTOpBIM 3ajaeTcss HpH €ro HHULUANM3aluu B (QYHKOMM main. J{as
UCHPABJIEHUS 3TON TPOOIEMBI MOYKHO HCIOIB30BaTh MAKPOCHI MJIM KOHCTAHTBI, YTOOBI 331aBaTh pa3Mephbl
MaccuBa e1nHo00pa3Ho. Takum o6pa3om, aHaiu3 ¢ moMoIbio Frama-C mo3Bosini BeISIBUTE TPOOJIEMBI B
IIpOrpaMMe M yKa3aTb Ha BO3MOXKHBIM BBIXOJ| 3a T'PaHHUIbl MaccHBa. JTO IMO3BOJIUT IPOrPAMMUCTY
YCTPaHUTh 3THU OMIMUOKHU J0 TOTO, KAK OHU IPUBEIYT K CEPHE3HBIM MOCIEICTBUSAM B PEaIbHOU CUCTEME.

3akio4enue

B 3akmoueHUM MOXHO OTMETUTH, YTO sA3bIK Frama-C sBisieTCs OTIMYHBIM UHCTPYMEHTOM IJIs
aHainM3a M BepUpHUKAIMU IporpaMMHoro koaa Ha si3pike C. OH HO3BOJISIET NPOBOJUTH CTATHMUYECKHM
aHaJIM3 Koja, oOHapyKMBaTh OMIMOKM M JIOKa3bIBaTh KOPPEKTHOCTh M OE30MACHOCTb MPOTPAMMBI C
MOMOIIBIO GOPMATILHBIX METOJI0B [7]. B cTaThe ObLITH paccCMOTPEHBI OCHOBHBIE KOHIIETIIIUH s3bIKa Frama-
C, Takue Kak MOJyJIbHOCTb, MOJJIEpKKa criennuKainii, aHaan3 NOTOKa yIpaBiIeHUsS U aHAJIU3 TaHHBIX.
Taxoke Obln mpuBeneH npumep npuMmeHeHus Frama-C g aHanu3a KOPpPEKTHOCTH M O€30MacHOCTH
nporpaMMHOTO Koza. bomnbmioit mimtoc si3pika Frama-C 3akitodaercs B TOM, YTO OH MHTETPUPYETCS C
JAPYTUMH MHCTpyMEHTaMu (opMasibHON Bepubukanuu, Takumu kak Why3 u Coq [8]. DTo no3Bosnser
HCIOJIb30BaTh MHOXKECTBO PA3JIMYHBIX METOOB JUISl J0Ka3aTelbCTBA KOPPEKTHOCTH U 0€30MacHOCTH
nmporpaMMHoro koja. Hecmorpst Ha Bce npeumymiectBa Frama-C, CTOUT OTMETUTB, UTO OH HE SIBIISETCS
YHUBEPCAJIbHBIM pPELIEHUEM JUIsl BCeX 3aJady. B HEKOTOpBIX ciydasx MOTYT MOTpeOoBaThCsl Apyrue
MHCTPYMEHTBI ¥ METO/Ibl BepU(UKAIIMH IPOrpaMMHOTo KoJia. B 1ienom, s3bik Frama-C siBrisieTcst BaXKHBIM
MHCTPYMEHTOM JJIsl pa3paboTYUKOB MPOrPaMMHOT0 00ecredeHtsl, KOTOpbIe 3a00TATCS O KOPPEKTHOCTH
u 0e30MacHOCTH CBOMX NporpaMMHbIX cucteM [9]. OH m1O3BONSIET MPOBOAUTH (HOPMAIBHYIO
BepudUKalno Koja Ha s3bike C, 94TO MOXKET MOMOYb U30€XaTh MHOTUX OMIMOOK M mpolseM B paboTe
IIPOrPaMMBlI.
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Nowadays the world encounters numerous amounts of malwares, spreading and infecting IT fields,
causing business process decline and data loss. To mitigate against malign programs, first must be defined
the types of malicious software, which are divided into groups: ransomware, spyware, fileless malware,
trojans, adware, worms, rootkits, and more. In this paper, we propose the first steps in automating the
static analysis of a malware sample. Analyzing malware involves examining its behavior and
characteristics to understand its functionality, purpose, and potential impact on a computer system.

Static malware analysis is a technique used to analyze malware without running it on a computer
system. It involves examining the malware's code, structure, and behavior to understand its functionality,
purpose, and potential impact on a computer system. Automated instruments such as VirusTotal [1]
(Figure 1), which is an internet service and a scanning engine that analyzes suspicious files and accelerates
the identification of viruses, worms, trojans and other types of malware detected by antivirus software,
can assist in static analysis. The results of scanning files by the service do not depend on any particular
antivirus software. In the computer world, a trojan horse is any software that misleads consumers about
its true purpose. The story of the trojan horse, which was a trick that led to the destruction of the city of
Troy in Ancient Greece, is where the phrase "Trojan Horse™ comes from. A computer worm is a separate
piece of malicious software that can be found on computers and that is designed to duplicate itself in order
to infect other systems. It often spreads over computer networks, betting on security flaws on infected
machines to gain access to their systems.
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